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Abstract— The emerging trends of cloud environment in the field of distributed computing, data security are a huge 

concern for most of the cloud users. In a cloud environment anyone can access the data, over the internet, therefore the 

authentication and access control are main issues to secure the data. Trusted third parties are the independent service 

providers who facilitate secure transmission of data between two parties. The Integrity of data should be ensured by 

trusted third parties. In this paper, the security is provided for the cloud environment with a semi trusted party which 

provides a) access control Mechanism b) Key Management c) Policy File Encryption d) Policy Revocation and e) Policy 

renewal. The results reveal that combined key algorithms can be effectively used for security of outsourced data by 

engaging key management and access control. 

 

Index Terms— Cloud Computing, Data Security, Key Management, Access Control, Outsourced data, Policy file 

encryption 

________________________________________________________________________________________________________ 

I. INTRODUCTION  

Cloud Computing has developed as an encouraging computing model and has shown enormous potential in managing the 

software and hardware resources located at third party service providers. Cloud computing is the delivery of computing services 

over the internet. Cloud services allow individuals and businesses to use software and hardware that are managed by third parties at 

remote locations. Examples of cloud services include online file storage, social networking sites, webmail and online business 

application. The cloud computing model allows access to information and computer resources from anywhere that a network 

collection is available. The evolution and enterprise of data storage sites are a growing process in the system. Off-site data storage 

is a cloud application, so liberates the customer from concentrate on the storage of data in the systems. Representing system 

characteristics and potential as a service, causes the user to focus on aspects directly related to data. However, transfer data to the 

cloud, administered and operated by certain vendors requires a high level of trust and security. 

Data being the principal resources for organizations needs to be secured. Especially, when data must enter a public cloud. To 

avoid illegal person access to cloud data, access control mechanism must be enforced. Furthermore, data privacy and data leakage 

action must be employed so that only legal person or correct user can access and utilize data. Refraining cloud service providers 

from utilizing the customer data requires high preventive measures. Encryption techniques provide a solution to ensure the privacy 

and confidentiality of and protected. Failure or compromise of a key storage facility may lead to the loss of data in the cloud. The 

combined key algorithms and key sharing technique with multiple key managements for data security in the cloud are used in the 

system. 

II. RELATED WORK 

In Data Security Model for cloud computing present the basic problem of cloud computing data security. The goal is to reduce 

the confusion by clarifying terms, providing a simple figure to quantify the comparison between of cloud and conventional  

computing  and  opportunities  of  cloud computing. This method is an analysis by Michael Armbrust, Armando Fox, Rean  

Griffith, AnthonyD[1]. With an analysis of HDFS architecture using security requirement of cloud computing. This method 

analysis by Dai yuefa Wu Bo[2]. Two smartcard based, password authentication, key exchange protocols is proposed and that have 

achieved two factor authentications   fully   since   they   would   become completely insecure once one factor is broken so 

overcome these congenital defects. This method provides security for two authentications and forward security of session keys [3]. 

The Hash based MAC tree is used for providing the aforesaid services. Construction of the MAC tree is done by the Block-wise 

encryption. The file system on the client side interacts with the file system of the server and outsources the encrypted blocks and 

these are stored private. It is produced for confidentiality and integrity services to the outsource data and it is presented by A. Yun, 

C. Shi, and Y. Kim [4]. S. Kamara and K.  Lauter[5]  authors  are  proposing  a  virtual private cryptographic storage service to 

provide integrity and confidentiality  for  the  user  data  within  the  cloud  .In  this method have three modules for client 

application. They are data processor, data verifier, and token generator. The Master key is generated by Client application for 

subsequent operations. The data processor encrypts the file to be uploaded with keys generated from master key and uploads to 

cloud. Using a token generator generates a token for downloading a file in the cloud. Once the data is downloaded in cloud, 
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integrity of data is done by the data verifier checks. ABE (Attribute Based Encryption) is used for encryption. Here the key  resides  

on  the  client  side  and  single  point  failure  is present. The FADE [6] protocol provides privacy, integrity, access control and 

assured deletion of outsourced data. The FADE uses both symmetric and asymmetric algorithms for security purpose. The FADE 

have file upload and download modules. The analysis of FADE identified the intruder (man- in-the-middle attack) between client 

and key managers. An Intruder can intercept the user keys and policy, then send the modified policy to key managers. Now users 

didn’t receive the appropriate key from key managers, this compromise may lead to the loss of data. 

III. SECURITY OF DATA IN CLOUD COMPUTING 

Existing System: 

More security algorithms are used in Data security for cloud computing. Even though we have some issues in the security of 

data in cloud computing. In our Existing system, FADE (File Assured Deletion) [6] method is used. In FADE, have two types of 

deletion one is policy based file deletion and another one is time based deletion. In this method have some drawbacks, an Intruder 

can intercept the keys and user policy and send the modified policy to the key manager so client didn’t receive the appropriate key 

from key manager. This compromise may lead to the loss of data and keys. In Data Security for Cloud Environment, when file is 

uploaded to the cloud, we assume that there is a (man in the middle) intruders between client and key managers.  The intruder can 

intercept the keys and then send in the modified keys in the key managers. The file is encrypted and uploads to the cloud. But  

when the user download the file, the user can get the modified data only so the user may lead to loss of data or  loss  the  original  

data  and  get  the  modified  data  only because of  an intruder. 

 Data security for cloud environment, the user downloads the data from the cloud and sends public keys to the key managers for 

decryption. But key managers will not able to decrypt the original data or file in the cloud because the intruder can intercept the 

public key, therefore access of data will denied. The denial of access will result in the loss of data. In this Existing system used by 

the Shamir key, FADE and verified by the HLPN model and identified the intruders.In existing method, have some problem 

statement that is Man in the middle attack, key management becomes a prime issue in the case of encryption. Cryptographic keys 

need to be stored and protected. 

IV. PROPOSED SYSTEM OVERVIEW 

In this method propose a data security scheme that uses key manager servers for the management of cryptographic keys. 

Shamir’s (k,n) threshold scheme is used for the management of keys that uses k shares out of n to rebuild the key. Therefore, 

cryptographic keys must be stored in a powerful manner and a single point of failure should not affect the availability of data. To 

avoid man in the middle attack user can access their key and data is ensured through a policy file that states policies under which 

access is granted to the keys. The data security in the cloud environment makes use of both symmetric and asymmetric keys that 

are secured by using asymmetric keys. Asymmetric key pairs are generated by the third party key managers. Out of the key pair, 

only the public key is transmitted to the client. For the secure transmission of keys, a secret key is established between client and 

key managers through station to station protocol. 

Generally, the user has to register to become a member in   cloud.  In the proposed model, once user registered to cloud and 

then the user has to choose some attributes to set a policy. There are two types of attributes in this method. One is default attributes 

and another one is user defined attributes. In Default attributes, the user has to choose some attributes like name, email, address, 

etc. In User defined attributes, the user has to give any one of the interested name or place for encrypting their policy file securely.  

Policy file is created when the user file uploading.  After policy setting, Key manager generate a key to encrypt the policy file. The 

policy file contains username, filename which is uploaded by the user. In this method, attribute based encryption is performed by 

Elgamal Algorithm. 

After registration, the user has to login into the cloud using username and passwords. Using authentication process, key 

manager creates a secret key for file encryption.  The secret key created by the key manager using Diffie Hellman. After that, a user 

using keys encrypt the file and upload into the cloud. Key managers split the secret key and send to the splitting key to multiple key 

managers. Key managers create a public and private key for that own key. The key splitting process is done by using Shamir 

algorithm. All key managers send the public key to the users for the purpose of decrypt file when   download.   Simultaneously   

during   the   file   upload process, policy file is generated. In the policy file contain username, filename which is uploaded by the 

user. This policy file is also encrypted using a secret key and stored in the cloud. The secret key is generated by the user defined 

attributes.If users need to download the files, the user first need to login into the cloud account and select download. The user 

chooses the filename to be downloaded and attributes are given as input. After that, send a request to key manager will check the 

attributes following the authentication process. Key Manager will provide the decrypted i-th share key. 

V. OVER ALL ARCHITECTURE 

The overall architecture of the proposed system is described as fig.1 and fig.2. In this system, the user has to register to become  

a member in the cloud, once they registered user has to choose some attributes and also give some user defined attributes to encrypt 

their policy file which is created while file uploading process, attribute is encrypted by the elgammal algorithm.  After completing 

the policy setting process, the authentication process will be performed between user and key manager using Diffie-Hellman 

Algorithm.  After that, the user will encrypt their file using secret key which is provided by the cloud, based on user attributes and 

then it will upload into the cloud and also policy file is generated simultaneously. Now Key manager breaks up the secret key into n 

shares (s1, s2,…..sn) and stored in multiple key mangers (k1,k2,…kn)  . After that, key managers encrypted the spilt key and send 

the public key to the registered user in the cloud. If users need to download their files in the cloud, then they will send requests to 

the key manager with appropriate attributes. The Key-Manager will check their attributes after that authentication process and then 
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check the policy files. After that Key-Manager will provide decrypted i-th share for the user. Now users will receive their secret key 

and decrypt by using their secret key and then download their files in the cloud. 

 
 

     Fig.1 File upload process    Fig.2 File download process 

 

 

 

 

The Algorithm Used In the Proposed System 

The In the proposed system, both Symmetric and asymmetric algorithms are used .The three algorithms are used in this method. 

A) Elgamal algorithm B) Diffie-Hellman C) Shamir’s (k,n) threshold scheme and D) RSA algorithm. 

 

Elgamal algorithm  

In this proposed method,elgamal algorithm is used for attribute based encryption. Using this algorithm, attribute keys are 

generated. El_Gamal is a public-key cryptosystem technique. Elgamal algorithm is used for encrypting and decrypting   the   file   

in   the   cloud   environment   by   the users.In cryptography,   the ElGamal   encryption   system is an asymmetric key encryption 

algorithm. In this method, using attributes generate a secret key. That secret key is used for policy file encryption for the security 

purpose. 

 

DiffeHellman. 

In this proposed method, this algorithm is used for authentication process between user and key management. It is a method for 

creating a shared secret numeric key over an open channel with potential eavesdroppers.    The two protagonists don’t have any 

(real) control over what the actual number their secret key is. (The key will then be used in a symmetric key algorithm such as DES 

and AES—see next week’s lectures). 

Let G = (Z/pZ)∗be the multiplicative  elements mod p. It is a cyclic group of order p − 1. Since it is cyclic, it has a generator g, 

which means (Z/pZ)∗= {g, g2 , g3 , . . .gp−1}. Using this algorithm generates a secret key between the user and key management. 

That secret key is used for encrypting the file during upload process. 

 

 Shamir’s (k,n) secret sharing algorithm 

 

In this proposed method, this algorithm used for key splitting of a secret key and stored in multiple key managers and 

reconstruct the keys for security purposes.  Shamir's Secret Sharing is an algorithm in cryptography. It is a form of secret sharing, 

where a secret is divided into parts, giving each participant its own unique part, where some of the parts or all of them are needed in 

order to reconstruct the secret. 

Mathematical Defintion: 

 

The goal is to divide secret S (e.g., a safe combination) 

Into      pieces of data S1,….,Sn in such a way that: 

 

1.   Knowledge of any K or more Si pieces makes S easily computable. 

2.   Knowledge of any K-1 or fewer   pieces 

Leaves S completely undetermined (in the sense that all its possible values are equally likely). 

https://en.wikipedia.org/wiki/Safe
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This scheme is called (K,n) threshold scheme. If k=n then all participants are required to reconstruct the secret. 

In this method, the secret key is splits and send to the multiple key managers. The multiple key managers generates a public key 

and private key using split keys and then public key only send to user for decrypting purpose when user want download the file. 

 

RSA  

       RSA algorithm is widely used for public key algorithm. RSA is a block cipher in which every message is mapped to an 

integer.RSA algorithm involves three steps: a) key generation b) encryption c) Decryption.  

 . 

Steps: 

      Choose two distinct prime numbers a and b for security purposes, the integers a and b should be chosen at random and should 

be of similar bit length. 

Compute n=a*b. Compute Euler’s totient function,(n)=(a-1)*(b-1).choose an integer e, such that 1<e<(n) and greatest common 

divisor of e, (n) is 1. Now e is released as public key exponent. Now determine d. d is multiplicate inverse of e mod(n). D is kept as 

private key component and public key consists of modulus n and the public exponent e. 

 

VI. CONCLUSION AND FUTURE WORK 

In this paper, we proposed and developed the security of data in a cloud environment, a cloud data storage security system that 

produce access control, key management and also provided a security for keys. The access control, authentication process is 

performed by elgamal algorithm and key management was accomplished using (k,n)  threshold secret sharing mechanism. The 

policy file encryption is also generated when user upload their files in the cloud.   These algorithms are more efficient to secure data 

in the cloud environment. The future work of this paper is used, different algorithm for data security and extended to be a security 

group shared data and secure secret Key generation for each files in the cloud. 
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