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ABSTRACT: Cipher text-policy with attribute-based encryption authentication scheme in the distributed medical health 

care using cloud computing system is proposed.This kind of system will bring out the challenge of keeping the patient’s 

data with high confidentiality and their identity privacy concurrently.In this paper,based on the recent problems we 

introducing a new technique called “Attribute-based encryption” which verifies the signature.An efficient file hierarchy 

attribute based encryption scheme consists of three levels of security. Finally, the security proof and simulation results 

determines our scheme that can resist different kinds of attacks and performs the previous ones in terms of 

computational, communication and storage overhead.To overcome this drawback we proposed a time based authorized 

accessible privacy model (AAPM) isimplemented. It provides more security to the patient’s health details 
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I. INTRODUCTION: 

In this synergy, doctor will fix the appointment for particular patient and send that details to the admin with respective time and 

date. After consulting the doctor patient is provided with a feedback which is sent to the admin. The admin will verifies the 

feedback. If the feedback is bad, the information will sent to the particular doctor, suppose if the feedback is good the admin will 

accept the feedback. They can access the personal health information not the patient’s identity. The unauthorized persons could 

not be obtained. In this project, we will use aadhar card which is based on monitoring the health care system. While registering 

user should provide aadhar card details. All details are monitored by the health care system which is controlled by the admin. 

II. RELATED WORKS: 

 

In   above system, the process is not efficient to the users. In our techniques, the data is stored on the server in an encrypted form 

while different users are still allowed to decrypt different pieces of data per the security policy. This effectively eliminates the 

need to rely on the storage server for preventing unauthorized data access. The concept of Attribute Based Encryption was 

introduced by sahai and waters, who also presented a particular schemethat they Fuzzy Identity –Based Encryption (FIBE). Since 

the main goal in FIBE is error tolerance, the only access structure supported threshold gate whose threshold is fixed at the setup 

time. 

III. EXISTING SYSTEM: 

In existing system, the doctor details, patient’s details and hospital’s details are done manually and the main drawback is they 

cannot access the user security authorization.The Personal Health Information (PHI) may contains Blood Pressure (BP), heart 

failure status, heart rhythms and blood oxygen level etc. Government has established stringent regulations to ensure that the 

patient’s Personal Health Information(PHI) must be properly secure with privacy.It can access by everyone. It is viewed by 

everyone. There is no level of categorization. Attribute Encryption standard algorithm is used here. 

 

IV. PROPOSED SYSTEM: 

In proposed system, we will overcome all patient’s details including disease description over India by usingAadhar card based 

monitoring health care system and patient’s feedback collection and high performance with efficient security. Directly authorized 

physicians with green labels in local health care provider who are authorized by the patient’s and can access both patient’s 

Personal Health Information (PHI) and personal identity. Indirectly authorized physicians with yellow labels in remote health care 

providers who were authorized by the directly authorized physicians for medical consultants or some other research purposes. 

Based on Attribute based encryption and time access control in the distributed medical healthcare cloud computing system is 

implemented by realizing three different levels of security and privacy requirement for the patient’s details. Attribute based 

encryption technique is used. Attribute based encryption (ABE) can resist various kinds of malicious attacks and far outperforms 

previous schemes in terms of storage, computational and communication overhead.Data with high efficiency and Privacy.Data 
confidentiality is achieved. Efficient access of patient’s details with encrypting format. Even, consultant doctor’s name is not 

visible for others. 
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V. IMPLEMENTATION AND RESULT ANALYSIS: 

DOCTOR REPORT VIWE: 

After Doctor Login ->Click Hospital Request -> view your access files 

 
 

VI. CONCLUSION AND FUTURE WORKS: 

In this paper, we proposed a ciphertext policy- Attribute Based Encryption (CP-ABE), which efficiently shares the files in 

hierarchy in cloud computing. The files which are hierarchial are encrypted with an access structure and ciphertext components 

which is related to the attributes. In this we implemented the time based control in which we can secure the private information of 

the user and doctor can view the user report only at the particular time. Policy are divided into three categories direct user, 
indirect user and unauthorized user. Direct user is the user they meet the requirements directly from the doctor. Indirect user is the 

one who meet the requirements through an intermediate. Unauthorized user is the one who has no rights to access the user 

information and reports. 
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