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Abstract— Advances in data and correspondence innovations have prompted the rise of Internet of Things (IoT). In the 

cutting-edge human services condition, the use of IoT innovations brings the accommodation of doctors and patients since 

they are connected to different restorative regions, (for example, ongoing checking, persistent data administration, and 

social insurance administration). The body sensor organizes (BSN) innovation is one of the central innovations of IoT 

improvements in medicinal services framework, where a patient can be checked utilizing an accumulation of minor 

controlled and lightweight remote sensor hubs. Nonetheless, the advancement of this new innovation in social insurance 

applications without considering security makes persistent protection defenseless. In this paper, at to begin with, we 

highlight the significant security necessities in the BSN-based present day human services framework. In this way, we 

propose a protected IoT-based human services framework utilizing BSN, called BSN-Care, which can productively fulfill 

those necessities. 

 

IndexTerms—Internet of things, Body sensor network, Raspberry pi 
________________________________________________________________________________________________________ 

I. INTRODUCTION  

Internet of Things (IoT) becomes the most emerging technology of the 21st century. The IoT environment enables all the 

surrounding objects to communicate each other by using some computing capabilities such as transceivers, microcontrollers, 

sensors etc., IoT is change the normal human life to smart life with new technology level. There are several process such as smart 

home, smart city, health monitoring systems are monitor using Internet of Things. Internet of Things is used for monitor all 
patients in any level. In this paper, patient’s heart rate, body temperature  are monitoring using Raspberry Pi. 

Raspberry Pi is a processor used in many IoT applications. Raspberry Pi works on Linux platform. The cost is also very low. 

General Purpose Input/output (GPIO) is a generic pin on an integrated circuit or computer board whose behavior—including 

whether it is an input or output pin—is controllable by the user at run time.The GPIO pins are used to connecting between sensors 

and Raspberry Pi. 

Raspberry Pi and internet connection is a new innovative technology in healthcare systems. After connecting Internet to the 

Raspberry Pi, it acts as a server. Then the server  automatically sends data to the webpage. Then these parameters (Heart rate, 

Body temperature, Breathing rate and Body movements) are monitored. If these parameter goes to abnormal it will automatically 

sends alert message to the doctors and family members. 

The body sensor network (BSN) technology is one of the most imperative technologies used in IoT-based modern healthcare 

system. It is basically a collection of low-power and lightweight wireless sensor nodes that are used to monitor the human body 
functions and surrounding environment 

 

II. LITERATURE SURVEY      

A. Redondi, M. Chirico, L. Borsani, M. Cesana, and M. Tagliasacchi, ―An integrated system based on wireless sensor networks 

for patient monitoring, localization, and tracking‖.  

Applications based on Wireless Sensor Networks for Internet of Things scenarios are on the rise. The multiple possibilities they 

offer have spread towards previously hard to imagine fields, like e-health or human physiological monitoring. An application has 

been developed for its usage in scenarios where data collection is applied to smart spaces, aiming at its usage in fire fighting and 

sports. This application has been tested in a gymnasium with real, non-simulated nodes and devices. A Graphic User Interface has 

been implemented to suggest a series of exercises to improve a sportsman/woman s condition, depending on the context and their 

profile. This system can be adapted to a wide variety of e-health applications with minimum changes, and the user will interact 
using different devices, like smart phones, smart watches and/or tablets. drawbacks: It uses WSN which can be accesses in a 

limited area. 

P. Castillejo, J. -F. Martinez, J. Rodriguez-Molina, A. Cuerva, ―Integration of wearable devices in a wireless sensor network for 

an Ehealth application‖. 

The system is composed of three functional blocks: a localization and tracking engine which performs localization out of samples 

of the received signal strength and tracking through a particle filter; a personal monitoring module based on bi-axial 

accelerometers which classifies the movements of the patients eventually detecting hazardous situations, and a wireless 

communication infrastructure to deliver the information remotely.Two approaches are proposed to the implementation of the 

localization and tracking engine: a centralized implementation where localization is executed centrally out of information 

collected locally, and a distributed solution where the localization is performed at the mobile nodes and the outcome is delivered 

to the central controller. Strengths and weaknesses of the two solutions are highlighted from a system’s perspective in terms of 
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localization accuracy, energy efficiency and traffic loads.  drawbacks: The data which are recorded are stored on local server and 

can’t be accessed remotely.  

III. PROPOSED SYSTEM 

In A Secure IOT Based Modern Healthcare System, Internet of things is used to give flexibility and fast operational  to get 

expected outcomes. In this, hardware elements are used that are Raspberry pi2, heart beat sensor, Temperature sensor etc. and 

more sensors also can be used to detect various biological functionality. In this Hardware elements are integrated with software 
system that controls the hardware and report generation..  

Raspberry pi2 is device which is connected with sensors, sensors are connected with human bodies, and this raspberry pi2 is 

connected with software systems by using wireless connection. When all elements are connected together, sensor senses data from 

human body, then sends that data to server. after that these data is compares with standards values that are already stored in system. 

If there are any abnormalities are occurring, then it sends message immediately to doctor to avoid critical situations. patient’s 

entries and doctor’s entries, when it will get data from sensors and stores in database is displayed in separate UI page which 

periodically loaded and fetches data from database. Time interval is ranging from 5 to 10 second. When abnormalities occur, 

message is get send to doctor’s mobile within 1 minute. In this system, we should have to connect system and hardware device and 

server centrally.in this we required two servers, one for system deployment and another for database which stored 

 
Fig 1:A secure healthcare system using IOT 

 

BSN BP Data Action Response 

BP<120 No Action Null 

BP>130 Inform Family Members FR:T/F 

BP>160 and FR:F Inform Local Physician PR:T/F 

BP>160, FR:F and PR:F Inform Emergency ER:T/F 

FR: Family Response; PR: Physician Response; ER: Emergency Response  

 

Table 1 Example of action table using BP data 

 

Table 1 indicates the activity table  in light of the information gotten from BP sensor, where we can see that if the BP rate is not 

exactly or equivalent to 120 then the server does not play out any activity. Presently, when the BP rate ends up plainly more 

prominent than 130, at that point it educates relatives of the individual. In the event that the BP rate winds up noticeably more 

prominent than 145 and there is nobody going to the bring in the family, at that point the server will contact the neighborhood 

doctor. Besides, if the BP rate of the individual cross 160 and still, there is no reaction from the relative or the neighborhood 

doctor then the BSN-Care  the server will educate a crisis unit of a social insurance focus what's more, safely gives the area of the 

individual. Here, the  reaction parameters "FR" (Family Response), "PR" (Physician Reaction), and "ER" (Emergency Response) 

are the  Boolean factors, which can be either valid (T) or false (F). In the event that the estimation of any reaction parameter is 

false, at that point the server rehashes its activity. For instance, when the family reaction parameter "FR: F", at that point the 

server over and again call his family individuals. Once, the relatives of the worry individual get the call, at that point the 
estimation of the family reaction parameter (FR) will turn out to be genuine i.e. "FR: T". Presently, if "FR: F" what's more, BP > 
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130 then the BSN-Care server will call the nearby doctor. On the off chance that, when the doctor additionally does not react to 

the server's call, at that point the estimation of the doctor reaction parameter "PR" will remain in false. In such manner, the server  

will over and again call both the relatives and doctor. Unless any of the reaction parameter (FR, PR) esteem turns out to be valid. 

In the interim, if "FR: F", "PR: F" and BP > 160, at that point the BSN-Care server promptly advise to the crisis unit of a social 

insurance focus closest to the worry individual. Once the crisis unit reacts, at that point the estimation of the crisis reaction 

parameter "ER" will move toward becoming genuine i.e. "ER: T". It ought to be noticed that, our BSN-Care framework is not just 
intended for the patient, rather than that it can be valuable for giving a conventional personal satisfaction for the matured 

individuals. 

 

IV. EXPERIMENTAL RESULT 

 

Fig 2: Data value come from raspberry 

 

 
 

Fig 3: message alert goes to registered number 

 

V. CONCLUSION 

The outcome of project has showed that it works on real time monitoring and when abnormalities occurred, message alert goes to 

registered number. Hence, we can avoid critical situations and can be able to give treatment on time. 

 

VI. FUTURE ENHANCEMENT 

If small Patient Monitoring could be connected to a network wirelessly, patients would be able to move around freely while their 

physiological signals are monitored. Thus, medical personnel could be informed about a patient’s critical condition regardless of 

their whereabouts and they could be treated promptly if an emergency occurs. Furthermore, portable devices can be integrated 

into the Healthcare environment and used to develop novel applications. Thus, we developed a portable embedded device and it 
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can be easy to wear by younger to elder one  that can monitor the condition of patients in real time using  biomedical sensors and 

provide various physiological signals via wireless communication so that the physiological signals may be monitored remotely 

Based on the graphic display (android Smartphone) and web, using cloud. We can take physiological signals data anywhere in the 

world at any time and this device detect emergencies and inform medical personnel when they occur. Thus, medical personnel 

could be informed about a patient’s critical condition through an alert message and they could be treated promptly if an 

emergency occurs. 
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