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Abstract: A Mobile Ad-hoc Network (MANET) is a 

gathering of independent hubs that speak with each other 

by framing a multi-bounce radio system. Steering 

conventions in MANETs characterize how courses 

amongst source and goal hubs are built up and kept up. 

Multicast steering gives a transmission capacity effective 

intends to support gathering focused applications. The 

expanding interest for such applications combined with 

the acquire attributes of MANETs (e.g., absence of 

foundation and hub versatility) have made secure 

multicast steering vital yet difficult issue. As of late, a few 

multicast directing conventions have been proposed in 

MANETs. This paper displays an extensive review on 

multicast steering conventions alongside their security 

procedures and the sorts of assaults they can stand up to. 

An examination for the capacity of the different secured 

multicast steering conventions against the distinguished 

assaults is additionally displayed.  

keywords—Mobile impromptu system (MANET), 

multicast directing conventions (MRP), versatile hub 

(MN), security methods, multicast steering assaults, 

overview.  

I. INTRODUCTION 

A versatile impromptu Network (MANET) is a self-sorted 

out system of portable hubs that convey through remote 

connections. Multicast is a vital correspondence design that 
includes the transmission of bundles to a gathering of at least 

two hosts, and along these lines is proposed for gathering 

focused figuring [1], [2]. The utilization of multicasting in 

MANETs has many advantages. Specifically, it can decrease 

the cost of correspondence and enhance the proficiency of 

the remote channel, when sending numerous duplicates of 

similar information by misusing the inalienable telecom 

properties of remote transmission. Rather than sending 

information through a few unicast associations, multicasting 

limits channel limit utilization, sender and switch preparing, 

vitality utilization, and correspondence delay [2], [3].  

Security in multicast steering in MANETs is significant 

keeping in mind the end goal to empower successful and 

productive multicast-based applications. In any case, the one 

of a kind qualities of such systems, for example, open 

distributed system engineering, shared remote medium, 

stringent asset limitations, and profoundly unique system 

topology [4] represents various non-insignificant difficulties 

to the plan of security issues. These difficulties unmistakably 
put forth a defense for building security arrangements that 

accomplish wide assurance without bargaining the system 

execution [5].  

The target of this paper is to give a far reaching review on 

multicast steering conventions for MANETs. The operation 

rational ideas of the principle multicast steering conventions 
are To begin with recognized and abridged. At that point, 

surely understood assaults that speak to dangers to the 

security of different multicast operations are compressed and 

talked about. We at that point overview a portion of the key 

security methods, and explore the ability of secured 

conventions concerning different assaults.  

Whatever is left of the paper is sorted out as takes after. 

Segment II presents arrangements for multicast directing 
conventions. Area III presents brief diagram on a portion of 

the principle multicast steering conventions in the writing. 

Segment IV shows short depiction for the principle sorts of 

assaults on MANETs. Segment V presents brief insights 

about a few methods for securing the multicast directing 

conventions examined in area III. Segment VI outlines the 

paper.  

II. CLASSIFICATION OF MULTICAST ROUTING 

PROTOCOLS 

Multicasting in MANETs can be executed in the net-work 

layer, the MAC layer, and/or the application layer. In like 

manner, multicast directing conventions can be grouped into 

three classifications: Network (IP) Layer Multicast (IPLM), 

Application Layer Multicast (ALM), and MAC Layer 

Multicast (MACLM). IPLM is the most widely recognized 
sort of multicasting utilized as a part of impromptu systems 

to outline effective and dependable multicast steering 

conventions. It works on system (IP) layer that require the 

collaboration of all hubs in the system, as the halfway 

(forwarder) hubs must keep up the multicast state per 

gathering. The system layer keeps up the best exertion 

unicast datagram benefit contrasted with different sorts that 

utilize different layers than system layer.  

In this paper, we concentrate just on the IPLM multicasting. 

To better comprehend multicasting in this layer, we exhibit 

four arrangement measurements for multicast steering 

conventions in particular multicast topology, directing 

instatement approach, directing plan, and upkeep approach. 

In the accompanying, we quickly clarify each of the four 

measurements.  

Figure 1 demonstrates the different groupings of the 

multicast directing conventions in MANETs. It represents 

the principle classi-fication measurements for multicast 

directing conventions, for example, multicast topology, 

introduction approach, steering plan, and upkeep approach. 

We can finish up from Figure 1 the conditions between the 

distinctive measurements of the multi-cast directing 
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conventions. For instance, shared tree situated under tree 

based approach which situate under multicast topology in the 

multicast steering convention plan contemplations. 

 

 

 

 

 

 

 

Figure. 1. Classification dimensions of multicast routing 

protocols 

A. Multicast Topology  

Multicast topology is grouped into three methodologies 

specifically tree-based, work based, and stateless approach 

[2], [3]. The three methodologies are depicted as the 

accompanying:  

1) Tree-based approach is an extremely entrenched idea in 

wired systems. Most plans for giving multicast in wired 

systems are either source-or shared-tree-based. A 

solitary way amongst source and beneficiary exist. This 

way and different ways are kept up by a universally 

useful hub called center hub. There are two sorts of tree-

based methodologies: (a)Source-Tree-based, in which 

each source keeps up an isolated tree that contain the 
source hub as the base of the tree and all recipients lies 

under this hub, and (b) Shared-Tree-based, in which one 

tree is built up in the whole system which incorporates 

all sources and collectors [3].  

2) Mesh-based approach, as opposed to a tree-based 

approach, work based multicast conventions may have 

different ways between any source and beneficiary 

combine. In MANET environment, work based 

conventions appear to beat tree-based proposition 

because of the accessibility of option ways, which 

permit multicast datagram bundles to be conveyed to the 

recipients regardless of the possibility that few 
connections fizzle. In this approach, numerous ways are 

set up in the whole system. These excess ways are 

valuable in connection disappointment case and give 

higher parcel conveyance proportion [3].  

B. Directing Initialization Approach : Directing 

instatement can be ordered into three methodologies 

specifically source-started, beneficiary started, and cross 
breed ap-proach [1]. The three methodologies are portrayed 

as the fol-lowing;  

1) Source-started approach. In this approach, the multicast 

gather performs development and support assignments 

are finished by the source hub. Keeping in mind the end 

goal to start another multicast gathering, the source hub 

communicates a join inquiry message everywhere 

throughout the system and each hub that needs to join 

these multicast aggregate answers with join answer 

message [1].  

2) Receiver-started approach. In this approach, the 

beneficiary hub seeks about the multicast gathering to 

join with a devoted sources. Keeping in mind the end 

goal to join another multicast gathering, the recipient 

hub communicates a join inquiry message everywhere 

throughout the system and the source hub or a center 
hub answers with join answer message with multicast 

amass center course [1]. 

3) Hybrid approach. This approach joins a few elements 

from the source started and recipient started approaches. 

Where the multicast aggregate development and support 

assignments are done either by the source hub or the 

beneficiary hub [1].  

C. Steering Scheme : Steering plan is characterized into 
three methodologies in particular table-driven, on-request, 

and half and half approach [1], [3]. The three methodologies 

are portrayed as the accompanying;  

1) Proactive, additionally called "table-driven". In a system 

using a proactive directing convention, each hub keeps 

up at least one tables speaking to the whole topology of 

the system. These tables are refreshed routinely keeping 

in mind the end goal to keep up and coming directing 

data from every hub to each other hub. To keep up state-

of-the-art steering data, topology data should be traded 

between the hubs all the time, prompting generally high 
overhead on the system. Then again, courses will 

dependably be accessible on demand [3].  

2) Reactive, likewise called "on-request". It tries to set up 

courses on-request, if a hub needs to start 

correspondence with a hub to which it has no course, the 

steering convention will attempt to build up such a 

course. Receptive multicast directing conventions have 

preferable versatility over proactive multicast steering 

conventions. Be that as it may, when utilizing 

responsive multicast steering conventions, source hubs 

may experience the ill effects of long postponements for 

course looking before they can forward information 
bundles [3].  

3) Hybrid multicast directing conventions, which join the 

proactive and receptive methodologies in one approach, 

keeping in mind the end goal to bridge the impediments 

of both conventions and quality the benefits of them [3].  

D. Multicast Maintenance Approaches : Multicast upkeep 

is grouped into two methodologies in particular Soft-State, 
and Hard-State approach [1]. The two methodologies are 

depicted as the accompanying;  

1) Soft-state approach. In this approach, course upkeep 

prepare started intermittently by flooding the system 

with control parcels to investigate different courses 

amongst source and beneficiary. This approach has the 

benefit of unwavering quality and better parcel 

conveyance proportion, yet it is much makes overhead 

over the system as it constantly surge the system with 

control bundles [1].  

2) Hard-state approach. In this approach, course upkeep 

process is built up by two sorts in particular receptive 
and proactive. In responsive approach, broken 

connection recuperation genius cess is started just when 

a connection breaks. The second sort is proactive 

approach, in which courses are reconfigured before a 

connection breaks, and this can be accomplished by 
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utilizing neighborhood forecast strategies in light of 

GPS or flag quality [1]. 

 

 

 

 

Table 1  Multicast Routing Protocols Classification 
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[6] 

X    X   X   X 

MAOD

V [7] 

 X  X   X   X  

AMRIS 
[8] 

 X   X  X   X  

ODMR

P [9] 

 X   X   X   X 

MANSI 

[10] 

 X    X X    X 

ABMR

S [11] 

 X    X   X X  

PLBM 

[12] 

  X  X   X  X  

 

III. MULTICAST ROUTING PROTOCOLS IN 

MANETS 

This segment compresses some of most basic multi-cast 
directing conventions utilized as a part of MANETs. In 

particular MZRP [6], MAODV [7], AMRIS [8], ODMRP 

[9], MANSI [10], ABMRS [11], PLBM [12]. We exhibit a 

short portrayal, key restriction, and security difficulties of 

the depicted conventions.  

Table 1 exhibits a far reaching portrayal of the multicast 

directing conventions characterization (which just work on 

system and application layes) in which it give a forbidden 

perspective of steering plan, introduction of multicast 

availability, multicast topology, and multicast topology 

support.  

A. Multicast Routing Protocol Based on Zone Routing 

(MZRP) : MZRP [6] is a source-started multicast 

convention that consolidates receptive and proactive steering 

approaches. At the point when a hub has multicast bundles 

to send however no course data is accessible, it begins to 

make a sending network in the whole system. At that point, 

it makes numerous work based steering zones, including 

source and branch zones, along the course from source hub 

to multicast beneficiary hubs as indicated by the conveyance 

of source hub, collector hubs and sending bunch hubs in the 

sending network.  

Zone pioneers are chosen by First Declaration Wins (FDW) 
standard which is in charge of making and keeping up zones 

intermittently. Inside each zone, a work based multicast 

steering system. Zone estimate and the quantity of zones can 

be chosen by the system measure and multicast hubs 

conveyance. Burrowing method is utilized to convey 

multicast bundles among zones and other sporadic multicast 

collectors that are excluded in any zone in which multicast 

parcels are embodied in the unicast parcel for transmission. 

Since control parcels flooding is confined inside multicast 

zones, multicast overhead will be endlessly decreased, and 

great versatility can be gotten.  

B. Multicast Ad Hoc On-Demand Distance Vector 

(MAODV) : The MAODV convention [7] is thought to be a 

fundamental piece of Ad-hoc On request Distance Vector 

Protocol (AODV) [13] which can perform unicasting, 

broadcasting and multicas-ting. MAODV is an on-request 

tree based convention, in which hubs those are not 

individuals from the gathering but rather their position are 

exceptionally basic for sending the multicast data. At the 

point when a hub wishes to communicate something 

specific, it finds a course and utilizing this course it send that 

message. In the event that a hub needs to join a multicast 
gathering or needs to communicate something specific 

which has no earlier course to that gathering, at that point 

that hub sends a Route Request (RREQ) message.  

On the off chance that a part hub wishes to end its gathering 

participation, that hub needs to request the end to the 

gathering. At that point its enrollment will be ended. Each 

multicast aggregate has a one of a kind address and a 

gathering grouping number. The gathering part that initially 

builds the tree is the gathering pioneer for that tree, which is 

in charge of keeping up the gathering tree by occasionally 

communicating Group Hello (GRPH) message. Every hub 

has three tables to be specific unicast course table, multicast 
course table, and gathering pioneer table. Unicast course 

table has an address of the following bounce to which the 

message is to be sent. Multicast course table has the address 

of the following jumps for the tree structure of the each 

multicast gathering. The Group pioneer table records the 

current multicast assemble addresses with its gathering 

pioneer address and the following bounce address towards 

that gathering pioneer gets an intermittent GRPH message.  
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C. Impromptu Multicast Routing Protocol Utilizing 

Increasing ID Numbers (AMRIS) : AMRIS [8] is an on-

request convention which builds a mutual conveyance tree to 

bolster numerous senders and collectors inside a multicast 

session. The key thought that separates AMRIS from other 

multicast steering conventions is that every member in the 
multicast session has a session-particular multicast session 

part id (msm-id). The msm-id gives every hub a sign of its 

"intelligent stature" in the multicast conveyance tree. Every 

hub with the exception of the root must have one parent that 

has a consistent stature (msm-id) that is littler than it.  

The requesting between id-numbers is utilized to coordinate 

the multicast stream, and the meager condition among them 

utilized for speedy availability repair. A multicast 

conveyance tree established at a unique hub called (Sid) 

signs up the hubs taking an interest in the multicast session. 

The connection between the id-numbers (the hubs that claim 

them) and Sid is that the id-numbers increment in numerical 
incentive as they transmit from Sid in the conveyance tree. 

These id-numbers help the hubs progressively leave and join 

a session, and in addition adjust quickly to changes in 

connection availability.  

D. On-Demand Multicast Routing Protocol (ODMRP) : 

ODMRP [9] is a work based, multicast convention that 

expert vides wealthier availability among multicast 
individuals. By fabricate ing a work and providing different 

courses, multicast parcels can be conveyed to goals even 

with hub developments and topology changes. Moreover, 

the downsides of multicast trees in versatile remote systems 

(e.g., activity fixation, visit tree reconfiguration, non-most 

brief way in a common tree, and so forth.) are evaded. To 

build up a work for each multicast gathering, ODMRP 

utilizes the idea of sending gathering. The sending gathering 

is an arrangement of hubs in charge of forward-ing multicast 

information on most limited ways between any part matches. 

ODMRP likewise applies on-request directing procedures to 

stay away from channel overhead and enhance adaptability. 
A delicate state approach is taken to keep up multicast 

assemble individuals. No express control message is 

required to leave the gathering. The decrease of 

channel/stockpiling overhead and the wealthier availability 

make ODMRP more alluring in portable remote systems. 

 

E. Multicast for Ad Hoc Networks with Swarm 

Intelligence (MANSI) :Swarm knowledge [10] alludes to 

complex practices that emerge from exceptionally basic 

individual practices and communications, which is regularly 

seen in nature, particularly among social creepy crawlies, for 
example, ants. Albeit every individual has little knowledge 

and just takes after essential standards utilizing 

neighborhood data gotten from the earth, for example, 

insect's pheromone trail laying and taking after conduct, all 

inclusive advanced practices, for example, finding a most 

brief way, develop when they work by and large as a 

gathering. MANSI uses little control bundles equal to ants in 

the physical world. These bundles, voyaging like natural 

ants, store control data at hubs they visit, like the way ants 

laying pheromone trails. This data, thus, influences the 

conduct of other subterranean insect bundles. With this type 

of backhanded correspondence, the arrangement of insect 
like bundles takes after a versatile dispersed control sys-tem 

that develops itself to a more proficient state, pleasing the 

present state of the earth.  

For each multicast gathering, MANSI decides an 

arrangement of moderate hubs, framing a sending set, that 

interface all the gathering individuals together and are 

shared among all the gathering senders. By embracing a 
center based approach, the sending set is at first framed by 

hubs that are on the most limited ways between the center 

and the other gathering individuals, where the center might 

be one of the gathering individuals or senders. What's more, 

amid the lifetime of the multicast session, the Sending set 

will develop, by methods for swarm knowledge, after some 

time into states that yield bring down cost, which is 

communicated as far as aggregate cost of the considerable 

number of hubs in the sending set. This advancing, including 

investigating and learning, instrument separates MANSI 

from other existing impromptu multicast directing 

conventions. Since a hub's cost is dynamic and might be 
characterized to speak to various measurements, MANSI can 

be connected to numerous varieties of multicast directing 

issues for specially appointed systems.  

F. Specialist Based Multicast Routing Scheme (ABMRS) 

:ABMRS [11] utilizes an arrangement of static and portable 

specialists. Five sorts of operators are utilized as a part of the 

plan: course director static specialist, arrange start portable 
operator, organize administration static specialist, multicast 

start versatile operator, and multicast administration static 

operator. The plan works in the take after ing steps: (1) To 

distinguish solid hubs, (2) To interface dependable hubs 

through middle of the road hubs, (3) To build a spine for 

multicasting utilizing solid hubs and halfway hubs, (4) To 

join multicast assemble individuals to the spine, (5) To 

perform spine and gathering individuals administration if 

there should be an occurrence of versatility.  

The convention accept accessibility of an operator stage at 

all the portable hubs. Be that as it may, if there should arise 

an occurrence of operator stage un-accessibility, 
conventional message trade components can be utilized for 

specialist correspondence. The specialist based designs give 

adaptable, versatile and nonconcurrent components for 

conveyed arrange administration, and furthermore encourage 

programming reuse and support. The work can be stretched 

out to develop numerous multicast trees to give blame 

excess. There are sure overheads related with the specialist 

based plan, for example, keeping up an office database, 

keeping up multicast course data, production of an operator 

stage and specialist correspondence.  

G. Favored Link-Based Multicast Protocol (PLBM) : 

PLBM [12] is a tree-based collector started convention. 

PLBM is a steering convention with proficient flooding 

mech-anisms. The primary goal of PLBM is to locate a 

solitary favored connection from the source to the goal hub. 

In PLBM every hub possesses a Neighbor List (NL) which 

is refreshed with the neighbor reference points. This subset 

of hubs is likewise put away in a Preferred List (PL). 

Presently when a course ask for message is convey, just the 
hubs recorded in the PL forward the message. Likewise's 

Neighbor Table (NNT) is utilized to keep up data of the 

neighbors and their neighbors. PLBM comprises of 3 stages: 

course foundation, course determination and course upkeep.  

PLBM has two distinct calculations: (a) neighbor degree-

based favored connection calculation, this calculation 
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chooses the way with the level of a hub which implies the 

quantity of hubs. Hubs with a higher degree are liked to hub 

with a lower degree. Every one of the hubs that have a 

higher degree have more hubs recorded in their NNT thus 

less hubs can be chosen. (b) Weight Based Preferred Link 

(WBPL) calculation, each hub has its own weight. This 
weight is utilized to discover stable connections thought the 

system. WBPL considers the security of the connection 

between the hubs.  

IV. PRIMARY ROUTING ATTACKS IN MANETS 

The security issue of MANETs in gathering 

correspondences is much all the more difficult in light of the 

contribution of different senders and various beneficiaries. 

Albeit a few sorts of security assaults in MANETs have been 

examined in writing, the concentrate of prior research is on 

unicast correspondence. In this area, we outline the most 

widely recognized sorts of assaults on multicast steering 

ptotocols in MANET.  

Hurrying Attack [14]: When source hubs surge the system 

with course disclosure bundles to discover courses to goals, 

each middle of the road hub forms just the main non-copy 

parcel and disposes of any copy parcels that touch base at a 

later time. A hurrying assailant abuses this copy 

concealment component by rapidly sending course 

revelation bundles with a specific end goal to access the 

sending gathering. Many request driven conventions which 

utilize some type of copy concealment in their operations, 

are powerless against hurrying assaults.  

Blackhole Attack [15]: A blackhole assailant initially needs 

to attack into the multicast sending gathering (e.g., by 

actualizing surging assault) keeping in mind the end goal to 

capture information bundles of the multicast session. It at 

that point drops a few or all information bundles it gets as 

opposed to sending them to the following hub on the 

directing way. This kind of assault frequently brings about 

low bundle conveyance proportion. 

Neighbor Attack [15]: Upon getting a bundle, a between 

intercede hub records its ID in the parcel before sending the 

bundle to the following hub. An aggressor, in any case, 

basically advances the parcel without recording its ID in the 

bundle to make two hubs that are not inside the 

correspondence scope of each other trust that they are 

neighbors (i.e., one-jump far from each other), bringing 

about an upset course.  

Jellyfish Attack [15]: A jellyfish aggressor initially needs to 

barge in into the multicast sending gathering. It at that point 

postpones information bundles superfluously for some 

measure of time before sending them. This outcomes in 

fundamentally top of the line to-end postpone and in this 

manner corrupts the execution of ongoing applications. 

Jellyfish assaults influence the parcel end-to-end defer and 

the postpone jitter, yet not the bundle conveyance proportion 
or the throughput.  

Refusal of administration (DoS) Attack [16]: DoS is the 

degrada-tion or anticipation of authentic utilization of 

system assets. MANET is especially helpless against DoS 

assaults because of its elements of open medium, dynamic 

evolving topology, agreeable calculations, decentralization 

of the conventions, and absence of a reasonable line of 

safeguard is a developing issue in systems today.  

Area Disclosure Attack [17]: Location revelation is an 

assault that objectives the security prerequisites of a 

specially appointed arrange. Using movement investigation 

strategies, or with less complex testing and observing 

methodologies, an assailant can find the area of a hub, or 

even the structure of the whole system.  

Replay Attack [15]: It is a type of system assault in which a 
legitimate information transmission is perniciously or falsely 

rehashed or deferred. An aggressor that plays out a replay 

assault infuses into the system directing activity that has 

been caught beforehand. This assault typically focuses on 

the freshness of courses, however can likewise be utilized to 

undermine inadequately composed security arrangements.  

Wormhole Attack [18]: The wormhole assault is a standout 

amongst the most intense introduced in MANETs since it 
includes the collaboration between two vindictive hubs that 

take an interest in the system. One assailant, e.g. hub A, 

catches directing movement at one purpose of the system 

and passages them to another point in the system, to hub B, 

for instance, that offers a private correspondence connect 

with A. Hub B at that point specifically infuses burrowed 

activity again into the system. The availability of the hubs 

that have built up courses over the wormhole connection is 

totally under the control of the two plotting assailants.  

V. SECURITY TECHNIQUES FOR MULTICAST 

ROUTING CONVENTIONS IN MANETS 

This area condense some of most regular security procedures 

for directing conventions in MANETs. These security 

strategies not planned uncommonly for multicast steering 

professional tocols, nonetheless it can be reached out to 
cover the assaults that face the multicast directing 

conventions, and additionally the unicast directing 

conventions.  

Table II outlines the primary components of the depicted 

security procedures and its execution angles, and in addition 

the secured multicast conventions which develop. Table II 

incorporates the fundamental destinations, the connected 

essential security components, particular plan 
contemplations, execution angles cover adjustment to 

topology changes, adaptability with the quantity of hubs, 

bundle overhead and preparing overhead of security 

methods. The expectation of this execution groupings is 

fairly an abnormal state subjective estimation of secure 

directing methodologies than an exact quantitative execution 

assessment.  

For every security procedure, we condense the fundamental 

objec-tives and security components. At that point, we 

depict how each approach works. The security strategies 

portrayed in this area are: ARAN [19], SRP [21], SEAD 

[24], ARIADNE [25] and SAODV [26].  

A. Confirmed Routing for Ad hoc Networks (ARAN): 

ARAN [19] is on-request convention like MAODV [7], yet 

it gives secure steering to the oversaw open envi-ronments. 
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ARAN gives verification and non-renouncement 

administrations utilizing cryptographic testaments that 

ensures end-to-end confirmation. In doing as such, ARAN 

confines or anticipates assaults that can beset other uncertain 

conventions. 

                                   

Table 2 Security Routing Techniques Features 

Security 

Technique 

Secured 

Multicast 

Protocols 

Basic 

Security 

Techniques 

Design 

Considerations 

Topology 

Changes 

Adaptation 

Scalability Packet 

overhead 

Processing 

ARAN 

[19] 

MAODV 

[7] 

Asymmetric 

cryptography 

key and 

certificate 
server 

[20] 

Based on 

AODV [13], 

and designed to 

secure 
reactive routing 

protocols 

Good 

adaptation 

Average 

scalability 

Average 

overhead 

High 

processing 

SRP [21] ODMRP 

[9] 

Digital 

signature 

[22] and 

hash chain 

function [23] 

Security 

extension for 

reactive routing 

protocols 

Average 

adaptation 

Average 

scalability 

Average 

overhead 

Low 

processing 

SEAD 

[24] 

MZRP 

[6], 

MAODV 

[7] 

Hash chain 

function [23] 

Security 

extension to 

DSDV protocol 

Good 

adaptation 

Average 

scalability 

High 

overhead 

Average 

processing 

ARIADNE 

[25] 

AMRIS 

[8] 

Symmetric 

cryptography 

key [22] and 
hash chain 

function [23] 

Based on the 

basic 

operations 
of DSR 

protocol 

Average 

adaptation 

Average 

scalability 

Low 

overhead 

Average 

overhead 

SAODV 

[26] 

MAODV 

[7] 

Asymmetric 

cryptography 

key [20], 

digital 

signature 

[22] and 

hash chain 

function 

[23] 

Designed to be 

an 

security 

extension for 

AODV [13] 

Average 

adaptation 

Average 

scalability 

Average 

overhead 

High 

processing 

 

ARAN is a basic convention that does not require huge extra 
work from hubs inside the gathering. ARAN is as successful 

as MAODV in finding and looking after courses. The cost of 

ARAN is bigger steering parcels, which result in a higher 

general  

 

directing burden, and higher inertness in course discov-ery 
in view of the cryptographic calculation that must happen. 

ARAN utilizes open key cryptographic instruments to 

overcome every single distinguished assault. ARAN can 

secure directing in conditions where hubs are approved to 

take an interest yet untrusted to coordinate, and also 

situations where members don't should be approved to take 

an interest.  

B. Secure Routing Protocol (SRP) : SRP [21] is a 

lightweight security for Dynamic Source Routing (DSR), 

which can be utilized with DSR to plan SRP as an expansion 

header that is connected to Route Request (RREQ) and 

Route Reply (RREP) parcels. SRP doesn't at-entice to secure 

RERR parcels yet rather appoints the course support 

capacity to the protected course upkeep part of the safe 

message transmission convention.  
Message Authentication Code (MAC) assumes a vital part in 

SRP. The source hub sets up the course disclosure and 

builds a course ask for parcel by a couple of identifiers: a 

question arrangement number and an arbitrary inquiry 

identifier. The source and goal and the interesting inquiry 

identifiers are the contribution for the estimation of the 

MAC. While getting a course ask for, on the off chance that 

it is a new one, the transitional hubs adds its IP deliver to the 

course ask. At that point it hand-off the demand, with the 

goal that when question bundles touch base at the goal, just a 

restricted measure of state data are should have been kept up 
in regards to the handed-off inquiries. In this manner 

beforehand observed course asks for are disposed of at the 

goal. 

C. Secure Efficient Ad hoc Distance Vector routing 

(SEAD) protocol : SEAD [24] is composed with the target 

to secure against various awkward aggressors making 

mistaken steering state in some other hub. Keeping in mind 

the end goal to be sent in an environ-ment with low 
computational power and to make preparations for DoS 
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assaults in which an assailant tries to make different hubs 

devour over the top transmission capacity or handling time, 

it just uses effective one-way hash works rather than hilter 

kilter operations. The outline was situated in Destination-

Sequenced Distance-Vector (DSDV) convention, however 

the primary thoughts can be connected in other separation 
vector conventions.  

SEAD don't utilize a normal weighted settling time in 

sending activated updates. To decrease the quantity of 

excess activated updates, every hub in DSDV tracks, for 

each destina-tion, the normal time between: when the hub 

gets the main refresh for some new succession number for 

that goal, and when it gets the best refresh for that 

arrangement number for it. When choosing to send an 

activated refresh, each DSDV hub postpones any activated 

refresh for a goal for this normal weighted settling time, in 

the expectation of just expecting to send one activated 

refresh, with the best metric, for that grouping number. 

D. ARIADNE : ARIADNE [25] keeps assailants or traded 

off hubs from messing with uncompromised courses 

comprising of uncompromised hubs, and furthermore keeps 

countless of dissent of-benefit assaults. Also, ARIADNE is 

productive, utilizing just profoundly proficient symmetric 

cryptographic primitives. The fundamental goal of 
ARIADNE is to give au-thentication and respectability of 

Dynamic Source Routing (DSR) flagging messages, i.e., 

directing disclosure and course maintenance. With DSR, a 

Route Request (RREQ) conveys the hub list for the source 

course. With a specific end goal to give a dependable course 

revelation ARIADNE checks credibility and honesty of a 

RREQ making it infeasible to expel hubs from the rundown 

and to guarantee senders' genuineness. 

 

 

 

Table3 Security Routing Techniques Against Attacks 

 

Attack  Security Technique  

 ARAN SRP SEAD ARIADNE SAODV 

Location  Disclosure No No No No No 

      

Replay Yes Yes Yes Yes Yes 

Wormhole No No No No No 

Denial of services No Yes Yes Yes No 

Rushing Yes No Yes Yes No 

Blackhole Yes No Yes Yes No 

Neighbor Yes No Yes Yes Yes 

Jellyfish Yes No Yes Yes No 

 

E. Secure Ad-hoc On-request Distance Vector (SAODV) 

Protocol : SAODV [26] is a proposition for security 

expansions to the Ad-hoc On-request Distance Vector 

(AODV) convention [13]. The proposed expansions use 

advanced marks and hash binds keeping in mind the end 

goal to secure AODV bundles. Specifically, cryptographic 

marks are utilized for confirming the non-impermanent 
fields of the messages, while another restricted hash chain is 

made for each course revelation procedure to secure the 

jump check field, which is the main changeable field of an 

AODV message. Since the convention utilizes awry 

cryptography for computerized marks it requires the 

presence of a key administration system that empowers a 

hub to obtain and confirm people in general key of different 

hubs that take part in the specially appointed system.  

 

VI. SUMMARY 

As MANETs continue to grow in capability and are be-

coming increasingly useful in many emerging applications, 

security is becoming inevitably a pressing property in the 

design of such networks. Known protocols and techniques 

for multicast routing, cryptography, and protection and 

attack detection that are used in conventional wired and 

wireless networks can be difficult to apply in MANETs. 

Substantial research efforts over the last decade have been 

focused on developing and implementing routing protocols 
and security techniques that better suite the nature of 

MANETs. 

This paper presents a comprehensive survey on multicast 

routing protocols. The capability of multicast protocols 

along with their security techniques are summarized against 

various network attacks. Table III presents a comparison 

between security techniques described in Section V and the 

well-known types of attacks described in Section IV. The 

table can be used to identify attacks that are addressed in 
various multicast routing protocols. Moreover, the table 

highlights which attacks are covered by each security 

technique and which attacks not fully covered yet. 

REFERENCES 

[1] C. K. Toh, Ad Hoc Wireless Networks: Protocols and 

Systems, 1st ed.Upper Saddle River, NJ, USA: Prentice 

Hall PTR, 2001. 

[2] L. Junhai, X. Liu, and Y. Danxia, “Research on multicast 

routing protocols for mobile ad-hoc networks,” Comput. 

Netw., vol. 52, no. 5, pp. 988–997, 2008. 

[3] C. S. R. Murthy and B. Manoj, Ad Hoc Wireless 
Networks: Architectures and Protocols. Upper Saddle 

River, NJ, USA: Prentice Hall PTR, 2004. 

[4] A. Mishra and K. M. Nadkarni, “Security in wireless ad 

hoc networks,” pp. 499–549, 2003. 

[5] P. Annadurai and V. Palanisamy, “Security in multicast 

routing in ad hoc network,” in ICETET ’08: Proceedings 

of the 2008 First International Conference on Emerging 

Trends in Engineering and Technology. Washington, 

DC, USA: IEEE Computer Society, 2008, pp. 208–213. 

http://www.ijsdr.org/


ISSN: 2455-2631                                                    © September 2017 IJSDR | Volume 2, Issue 9 

 

IJSDR1709037 International Journal of Scientific Development and Research (IJSDR) www.ijsdr.org 235 

 

[6] X. Zhang and L. Jacob, “Mzrp: an extension of the zone 

routing protocol for multicasting in manets,” Journal of 

Information Science and Engineering, vol. 20, no. 3, pp. 

535–551, May 2005. 

[7] E. M. Royer and C. E. Perkins, “Multicast ad hoc on-

demand distance vector (maodv),” IETF Internet-Draft, 
draft-ietf-manet-maodv-00.txt, July 2000. 

[8] E. Mazinan, Z. Arabshahi, and J. Adim, “Comparing 

amris and odmrp in ad-hoc networks by qualnet,” in ICN 

’08: Proceedings of the Seventh International Conference 

on Networking. Washington, DC, USA: IEEE Computer 

Society, 2008, pp. 8–13. 

[9] S. J. Lee, W. Su, and M. Gerla, “On-demand multicast 

routing protocol in multihop wireless mobile networks,” 

Mob. Netw. Appl., vol. 7, no. 6, pp. 441–453, 2002. 

[10] C.-C. Shen and C. Jaikaeo, “Ad hoc multicast routing 

algorithm with swarm intelligence,” Mob. Netw. Appl., 

vol. 10, no. 1-2, pp. 47–59, 2005. 
[11] S. S. Manvi and M. S. Kakkasageri, “Multicast routing 

in mobile ad hoc networks by using a multiagent system,” 

Inf. Sci., vol. 178, no. 6, pp. 1611–1628, 2008. 

[12] R. S. Sisodia, I. Karthigeyan, B. S. Manoj, and C. 

Murthy, “A preferred link based multicast protocol for 

wireless mobile ad hoc networks,” in Proceedings of the 

IEEE International Conference on Communications, vol. 

3, 2003, pp. 2213–2217. 

[13] C. Perkins, E. Belding-Royer, and S. Das, “Ad hoc on-

demand distance vector (aodv) routing,” United States, 

2003. 
[14] Y.-C. Hu, A. Perrig, and D. B. Johnson, “Rushing 

attacks and defense in wireless ad hoc network routing 

protocols,” in WiSe ’03: Proceedings of the 2nd ACM 

workshop on Wireless security. New York, NY, USA: 

ACM, 2003, pp. 30–40. 

[15] H. L. Nguyen and U. T. Nguyen, “A study of different 

types of attacks on multicast in mobile ad hoc networks,” 

Ad Hoc Netw., vol. 6, no. 1, pp. 32–46, 2008. 

[16] I. Aad, J.-P. Hubaux, and E. W. Knightly, “Denial of 

service resilience in ad hoc networks,” in MobiCom ’04: 

Proceedings of the 10th annual international conference 

on Mobile computing and networking. New York, NY, 
USA: ACM, 2004, pp. 202–215. 

[17] K. Balakrishnan, J. Deng, and P. Varshney, “Twoack: 

Preventing selfishness in mobile ad hoc networks,” in 

Proceeding of IEEE Wireless Comm. and Networking 

Conf, New Orleans, LA, USA, 2005. 

[18] E. A. Panaousis, L. Nazaryan, and C. Politis, “Securing 

aodv against wormhole attacks in emergency manet 

multimedia communications,” in Mobimedia ’09: 

Proceedings of the 5th International ICST Mobile 

Multimedia Communications Conference. ICST, Brussels, 

Belgium,Belgium: ICST (Institute for Computer Sciences, 
Social-Informatics and Telecommunications Engineering), 

2009, pp. 1–7. 

[19] K. Sanzgiri, D. LaFlamme, B. Dahill, B. N. Levine, C. 

Shields, and E. M. Belding-Royer, “Authenticated routing 

for ad hoc networks,” IEEE Journal on Selected Areas in 

Communications, vol. 23, no. 3, pp. 598– 610, 2005. 

[20] P. Thorsteinson, . Net Security And Cryptography, 1st 

ed. Pearson Education, 2003. 

[21] L. Huaizhi, C. Zhenliu, and Q. Xiangyang, “Secure 

routing in wired networks and wireless ad hoc networks,” 

in IEEE Computer and Communications Societies, 2004. 

[22] B. Schneier, . Net Security And Cryptography, 2nd ed. 

John Wiley,1996. 

[23] P. G. Bradford and O. V. Gavrylyako, “Foundations of 

security for hash chains in ad hoc networks,” Cluster 

Computing, vol. 8, pp. 189–195, July 2005. [Online]. 

Available: 
http://portal.acm.org/citation.cfm?id=1058043.1058061 

[24] Y.-C. Hu, D. B. Johnson, and A. Perrig, “Sead: Secure 

efficient distance vector routing for mobile wireless ad 

hoc networks,” 2003. 

[25] Y.-C. Hu, A. Perrig, and D. B. Johnson, “Ariadne: a 

secure on-demand routing protocol for ad hoc networks,” 

Wirel. Netw., vol. 11, no. 1-2, pp. 21–38, 2005. 

[26] M. Guerrero-Zapata, SAODV - Secure AODV and 

Simple Ad Hoc Key Management (SAKM), 2nd ed. VDM 

Verlag, 2008. 

http://www.ijsdr.org/

