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Abstract— The paper aims to provide security to wireless sensor networks as they are prone to many types of attack. One 

of the major and most serious threat is the black hole attack. In a black hole attack all the packets are consecutively 

dropped which leads to the decrease in the efficiency of the network and unnecessary wastage of battery life. In this paper, 

we propose an exponential trust based mechanism to detect the malicious node. In the proposed method a Streak counter 

is deployed to store the consecutive number of packets dropped and a trust factor is maintained for each node. The trust 

factor drops exponentially with each consecutive packet dropped which helps in detecting the malicious node. The 

proposed method show a drastic decrease in the number of packets dropped before the node being detected as a malicious 

node. 

 

Index Terms— Wireless Sensor Network, Black Hole Attack, Malicious Node, Streak Counter. 

I. INTRODUCTION  

 

Wireless Sensor Networks consists of a number of sensors which monitor physical environment condition and 
collaboratively pass data to the destination. In recent years, security of wireless sensor networks has been a major issue. Wireless 

sensor network are vulnerable to many types of threats. One of the major and the most serious threat is a black hole attack. A 

black hole attack is carried out by the malicious nodes in the network which exploits the routing protocol to advertise itself as 

having the shortest path to the node whose data it wants to obstruct. The black hole attack poses severe threat to the security of 

wireless sensor network since it drops packets continuously. In this paper we attempt to find out the malicious node in the 

network using exponential trust based mechanism. We use the concept of overhearing which was proposed in the watchdog 

mechanism. Cluster heads are formed to perform the overhearing task. A streak counter is maintained in the system to keep count 

of the consecutive number of packets dropped by a particular node. Trust factor is also maintained for each node in the table 

which falls exponentially when a node drops packets. When the trust factor goes below a threshold trust value then the node is 

declared as malicious and as the one carrying out black hole attack in the network. 

 

Black Hole Attack 

  

                      A black hole problem means that one malicious node utilizes the routing protocol to claim itself of being the 

shortest path to the destination node, but drops the routing packets but does not forward packets to its neighbours. A single black 

hole attack is easily happened in the mobile ad hoc networks. An example is shown in figure below, node 1 stands for the source 

node and node 4 represents the destination node. Node 3 is a misbehavior node who replies the RREQ packet sent from source 

node, and makes a false response that it has the quickest route to the destination node. Therefore node 1 erroneously judges the 

route discovery process with completion, and starts to send data packets to node 3. As what mentioned above, a malicious node 

probably drops or consumes the packets. This suspicious node can be regarded as a black hole problem in MANETs. As a result, 

node 3 is able to misroute the packets easily, and the network operation is suffered from this problem. The most critical influence 

is that the PDR diminished severely. 
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Black hole is a severe attack against the routing protocol of the sensor network. In this attack the malicious node counterfeits other 

nodes by announcing a shortest false route to the destination. The malicious node then attracts additional traffic and drops the 

packets continuously. Black hole attack is a type of denial of service attack. It thus attracts additional traffic to it falsely claiming 

the shortest route to the destination and drops them continuously. 

 

II. LITERATURE SURVEY 

 

There are number of mechanism proposed for detection of malicious nodes in the network. Some of them are described below 

briefly.  

 

In Yuanming Wu et. al. discussed security vulnerabilities of watchdog mechanism and trust  mechanism and also examined how 

inside attackers could exploit them. The work was based on detection of inside attackers and their trust mechanism involved three 

stages: 1) node behaviour monitoring, 2) trust measurement, and 3) insider attack detection. 

 

  In Marti Guili et. al. proposed a watchdog mechanism technique which worked on the concept of eavesdropping. The node can 

overhear all the transmissions within its radial transmission range. The watchdog mechanism had many drawbacks due to its 

simple overhearing method. This mechanism was improved by A. Forootaniniaand where a cluster head node was fixed and 
buffers were used to store packets sent by the nodes.  

 

In Jian yin et. al. proposed a hierarchal secure routing protocol against black hole attack which used symmetric key cryptography 

to discover a secure route against black hole attacks. 

 

In hierarchal secure routing protocol network is divided into different groups organized as a tree with each group leader as the 

root of the tree. After inter-group shared key and intra-group shared key establishment, black hole attacks are detected locally. For 

detection of cooperative black hole attack a randomized data acknowledgement scheme is proposed. 

III. PROPOSED METHOD 

 

In the Exponential Trust based mechanism, we maintain a table in the memory which stores the trust factor (TF) of 

each node. Initially, trust factor is 100 for every node. A streak counter is maintained in memory which keeps count of every 

consecutive packet dropped. Initially the value for each node of the counter is 0 and is incremented by 1 with every successive 

packet dropped. As soon as the node forwards a packet to its next node in the routing table the streak counter is set to 0 again. 

Here, we use the fact that the node carrying out black hole attack is going to drop all the packets. The trust factor of a node is 

calculated by the formula 100(x^ 𝑛 𝑖). The fault tolerance of the network is also considered. If fault tolerance is very high for the 

network then it should be kept closer to 1 when the network can tolerate packets being dropped. So the decrease in the TF with 

each consecutive packet dropped will be very less. If it is closer to 0 that means the fault tolerance of the network is very less. In 
this case, the trust factor of the node will fall drastically for every node. Value of x should hence, be chosen carefully. If the value 

of fault tolerance is too high it can lead to a large number of packets being dropped before being detected and a very low value 

will lead to the node being declared as malicious after dropping only a few consecutive packets.  
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Proposed Algorithm 

1. S is taken as the Source node. 

2. 𝑇𝑒 is the Energy Timer which is initialised when a new node is selected as the Cluster Head Node. 

3. 𝑇𝑟 is a timer which is initialized when a node receives a packet. The timer is set to a real time delay according to the 

tolerance of the network. 

4. M is the Cluster Head Node which is selected on the basis of Energy. All the nodes  

broadcast their energy after 𝑇𝑒 goes off. The node with the maximum available energy is selected as the cluster head. 

5.ACK is the Acknowledgement that will be sent by the Head Node when the packet 

     reaches its destination. 

6. RTR is the request to resend packet sent by the cluster head node when a packet  fails to  reach the destination. 

7. 𝑛𝑖 is the consecutive number of packets dropped by 𝑖𝑡ℎ node. 
8. TFi is the Trust Factor of i node. It is calculated as 100(x^ni). As ni increases,the TFi  decreases exponentially as 

shown. 

9. x is the fault tolerance of the network. 

10.TTF is Threshold Trust Factor. Any TFi going below the TTF results in ith node being declared as malicious. 

Flowchart for the proposed method is shown below 

 

 
 

IV. ADVANTAGES OF PROPOSED MODEL 

 

1. Our model doesn’t depend on total number of packets dropped by a node. It takes into consideration the order in which the 

packets are dropped. If total number of packets dropped is considered then a node can initially forward a few packets and 

build its trust and then suddenly drop a large number of packets. It can avoid being detected by staying above the threshold 

value. 

2. It prevents to an extent the cooperative black hole attack which is carried out by two or more. 

3. The model considers a fault tolerance factor which enables it to be deployed in various topologies and applications. 
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4. If the node is not malicious in a network and becomes malicious after some time then also the model can detect the attack 

being carried. 

5. The dynamic clustering takes into account that the overheads incurred due to overhearing computations are done by the 

node which has maximum energy available. This makes sure energy of the nodes is used up efficiently. 

6. The cluster head makes sure that the packets are retransmitted by the source node in case an intermediate node drops them. 

 

V. EXPERIMENTAL RESULTS   

 

The results of the proposed algorithm are calculated using ns2 tool. The results showed that black hole attack is easily 

detectable using exponential trust based mechanism.  

   

Screenshot below shows the experimental results. 

 

 

 
 

Fig1 :The figure shows the hello packet transmission between WSN. 

 

               
 

Fig2 :The figure shows the formation of cluster head and actual transmission of data between the two paths. 
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Fig3: Figure shows hacker(35) in LHS and sending RREP message to source. 

 

 
 

Fig4: Figure shows hacker node dropping all the packets. 
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Fig5 :Figure shows removal of hacker and retransmission of data packets in LHS. 

 

 

VI. Conclusion 

 

Wireless Sensor Network have a wide range of practical applications. But they are vulnerable to many types of attacks. 

One of the Attacks is a Black Hole attack. In this paper we tried to overcome Black hole attack by using Exponential Trust 

Based mechanism. The mechanism uses a streak counter which keeps a count of consecutive packets dropped. The mechanism 

is better than other methods as the trust factor falls exponentially with every successive packet dropped and have many 

advantages as stated in the above section. 
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