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Abstract: Our approach is to propose a fast and secure scheme for digital image encryption using only two-diffusion process 

based on nested chaotic attractor and the Secure Hash Algorithm SHA-3 to generate a secret key. The main advantages of 

our chaotic sequence used are the efficiency, simplicity and rapidity, all these features are very important it can be 

implemented on embedded systems. Proposed work develop a new 32 bit instruction format and a new decoder based RISC 

instruction set for SHA-3 encryption and hashing, modified architecture can consider as Application Specific Instruction 

Processor (ASIP), the proposed work in developed on Vertex family course grain FPGA VERTEX-4 and Xilinx 12.2 EDA 

has been used for the development of the work. The design is been verified with ISE environment of Xilinx simulation. 
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I-INTRODUCTION 

An application-specific instruction set processor (ASIP) is a component used in system-on-a-chip design. The instruction set of an 

ASIP is tailored to benefit a specific application. This specialization of the core provides a tradeoff between the flexibility of a 

general purpose CPU and the performance of an ASIC. 

Proposed work is using SHA-3 as hashing function. SHA isn't encryption, it's a one-way hash function. AES 

(Advanced_Encryption_Standard) is a symmetric encryption standard. SHA is a family of "Secure Hash Algorithms" that have 

been developed by the National Security Agency. There is currently a competition among dozens of options for who will 

become SHA-3, the new hash algorithm for 2012+. You use SHA functions to take a large document and compute a "digest" (also 

called "hash") of the input. It's important to realize that this is a one-way process. You can't take a digest and recover the original 

document.AES, the Advanced Encryption Standard is a symmetric block algorithm. This means that it takes 16 byte blocks and 

encrypts them. It is "symmetric" because the key allows for both encryption and decryption. 

 

II-LITERATURE SURVEY 

Ahmed S. Eissa et al [1] The Secure Hash Algorithm 3 (SHA-3) is a cryptographic hash function widely used in most security 

applications. The execution of the SHA-3 function is computationally intensive on lightweight embedded RISC processors. In this 

work, we advance a SHA-3 Instruction Set Extension (ISE) to improve its performance on a 32-bit MIPS processor.  

Mahmoud A. Elmohr et al [2] Secure Hash Algorithm 3 (SHA-3) Hash functions are a ubiquitous computing tool that is commonly 

used in security, authentication, and many other applications. The calculation of SHA-3 is very computational intensive limiting its 

applicability on RISC processors used in modern embedded systems and Systems on Chips (SoCs). In this work, thry study the 

SHA-3 computation bottlenecks on a 32-bit RISC processor and introduce two Application Specific Instruction Set Processor 

(ASIP) architectures to speedup SHA- 3 computation on the 32-bit MIPS processor. 

 

 Base1 Base2 

Author Ahmed S. Eissa et al [1 Mahmoud A. Elmohr et al [2] 

Title  SHA-3 Instruction Set Extension for A 

32-bit RISC Processor Architecture 

Hardware Implementation of A SHA-3 Application-

Specific Instruction Set Processor 

Journal/ Year 2016 IEEE 2016 IEEE 

Outcomes 6074 slices of FPGA  6074 slice of FPGA and 222.6 micro second of 

propagation delay 

Table 1: Literature review 

 

Problem formulation: Speed in  SHA-3processor is the major concern because SHA-3 processor needs to perform complex and 

huge computation on the data in real time problems in implementation or designing a SHA-3 processor as below:- 

Complex number needs to entertain with complex multiplication, addition, subtraction etc.   

Floating point numbers needs to deal.  

Real time bulk data computation required  

Data past or advance shifting required 
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II-METHODOLOGY 

Figure 1 shown below is showing basic concept of hashing it can be describe in following steps:- 

Step 1: input the massage it can be a data or image  

Step 2: perform encryption on massage using Key ‘S’ 

Step 3: then perform Hashing method (H) on encrypted massage and develop Hash  

Step 4: perform concatenation between original massage and Hash. 

Step 5: At receiver end again perform encryption (with Key ‘S’) followed by Hashing (H) and develop new Hash 

Step 6: now compare the hash which came along with the massage and the new hash which developed at receiving end. 

Step 7: if matched then hashing correct else hashing with wrong massage.     

 

 
Figure 1 Hashing fundamental concept 

 

SHA-3 Algorithm 

Step1: Padding, Given an m-bit message, a single bit “1” is appended as the m + 1th bit and then (448 − (m + 1)) mod 512 (between 

0 and 511) zero bits are appended. As a result, the message becomes 64-bit short of being a multiple of 512 bits long. 

Step 2: Merkle-Damgard Strengthening or Append the length using A 64-bit representation of the original length of m is appended, 

making the result a multiple of 512 bits long. 

Step 3: Division into Blocks The result is divided into 512-bit blocks, denoted by M1, M2, . . . , Ml. 

Step 4:The internal state of SHA-3 is composed of five 32-bit words A, B, C, D and E, used to keep the 160-bit chaining value hi . 

Step 5: Initialization: The initial value (h0) is (in hexadecimal) 

A = 67452301h 

B = EFCDAB89h 

C = 98BADCFEh 

D = 10325476h 

E = C3D2E1F0h 

Step6: Divide Mi into 16 32-bit words: W0, W1, W2, . . . , W15. 

For  t = 16 to 79 compute 

           Wt = (Wt−3     Wt−8   Wt−14   Wt−16) <<<1. 

Remark the one-bit rotate in computing Wt was not included in SHA, and is the only difference between SHA and SHA-3. 

Step7: Compression: For each block, the compression function hi = H(hi−1, Mi ) is applied on the previous value of hi−1 = (A, B, 

C, D, E) and the message block. 

 
Figure 2 compression or iteration function of SHA-3 

 

One iteration within the SHA-3 compression function: 

A, B, C, D and E are 32-bit words of the state; 

F is a nonlinear function that varies; 

<<< denotes a left bit rotation by n places; 
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n varies for each operation; 

Wt is the expanded message word of round t; 

Kt is the round constant of round t; 

      denotes addition modulo 232 

 

SHA1 requires 80 processing functions defined as: 

F(t;B,C,D) = (B AND C) OR ((NOT B) AND D)   ( 0 <= t <= 19)  

F(t;B,C,D) = B XOR C XOR D          (20 <= t <= 39) 

F(t;B,C,D) = (B AND C) OR (B AND D) OR (C AND D) (40 <= t <=59)   

F(t;B,C,D) = B XOR C XOR D          (60 <= t <= 79)  

 

SHA1 requires 80 processing constant words defined as:   

Kt = 0x5A827999   (0 <= t <= 19)  

Kt = 0x6ED9EBA1  (20 <= t <= 39)  

Kt = 0x8F1BBCDC   (40 <= t <= 59)  

Kt = 0xCA62C1D6  (60 <= t <= 79)  

 

Step 8: The hash value is the 160-bit value can be obtained after 80 iterations on hl = (A, B, C, D, E) as above and then add those 

with initial h0 = (A, B, C, D, E). 

H# = (hl : A, B, C, D, E) +( h0 : A, B, C, D, E). 

 

As RISC are popular any normally needed where some specific applications are to handles. Initially for thesis work we have 

implemented generalized RISC processor with same proposed concept of isolated memories for OPCODE, Immediate Operands 

and Data as shown in figure 4.3. Later on now this work is specific for SHA-3 application and concerns about execution of fast 

SHA-3 operations. For that a new Instruction set been developed as compare to our initial work which was using 8085 instruction 

set. And it is now more efficient because of proposed Reduce (Small and specific) Instruction. This proposed Design is of 16 bit 

SHA-3 Processor using VHDL, the designed module will be synthesized using Xilinx ISE 12.2 Web pack, and the verification will 

be done on ISE simulator, and then for validation be the design module will be implemented on Xilinx FPGA (Field programmable 

Gate Array) Vertex-4. Figure-4.3 shows proposed architecture, here as can be seen there are two isolated memories MEM1 is further 

have three different kind first MEM1-1 for Data 1, second MEM1-2 for Data 2 and third MEM1-3 for Data 3. Three Data can be 

read independently, MEM2 is there for holding the results because the answer can big enough so it can also be divided into two 

parts MEM2-1 and MEM2-2 for holding LSB and MSB of results respectively. 

 

 
Figure 3: proposed RISC cum SHA-3 processor architecture 

 

ALU has three major modules Adder-Subtractor, shifter and Multiplier, the multiplier user for the multiplication of two numbers, 

SHA-3 generally deals with floating numbers so adder, subtractor and multiplier should be floating in nature The floating numbers 

in proposed work has 6 binary places, let’s have an example if we want to write 13.75 it would be 0000001101.110000. 

Total size of is of 32 bit 
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Table 2: Proposed OPCODE 

 

OPCODE’S shown above has all possible arithmetic and logic operation which a SHA-3 processor requires for performing 

computation on Data like transform and convolution here total size of Data can be of 16 with each value of 8bit for long Data it will 

required to perform operation in slots as for Data size of 64 will get executed in 4 slots respectively.  

 

 
Figure 4: instruction format 

 

III-RESULTS 

Figure shown below shows the RTL (Register transfer Logic) schematic/ technological Schematic top of proposed module here:- 

clk is the clock input Data 

rst is the reset input Data 

enb is the enable input Data 

dout1 and dout2 are of 16 bit each output data, dout2 MSB 16 bit when multiplication done and dout1 is the 16 bit LSB output  

addrw if 4 bit address of output memory 

rw1 and rw2 are the output of control for write operation    

The Data1, Data2 and Data3 are already inside the module in the form of memory and 32 bit instruction is also inside. The extended 

RTL and Technological view are shown below.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: RTL/Technological schematic TOP of proposed processor 
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Synthesis Results: figure shown below shows a synthesis result which is been generated using Xilinx ISE 12.2i.  

 
Figure 6: synthesis result of proposed design 

 

 
Figure 7: Timing result of proposed design 

 

Comparative Results: table 3 below shows the comparative results observed from various research papers and from proposed 

work.  

 

Target FPGA family 

Vertex-4  

Proposed  Ahmed S. Eissa et al 

[1] 

Mahmoud A. Elmohr et al 

[2] 

Number of slice  5619 6074 6074 

Logical time required  75.089 ns  222.6 ns 

Max freq.  13.31 Mhz  4.49 Mhz 

Table 3 the comparative results 

 

As can be observe that the required number of Slice in proposed work are only 5619 as compared to previous work it is around 10% 

less and observe maximum frequency is  13.31 Mhz which more than all previous work. 

 

IV-CONCLUSION 

The proposed work is a new RISC architecture based SHA-3 processor and it can be concluded on behalf of observed results in 

table 6.2 and 6.3 that proposed architecture is best among the existing work in terms of Area and speed both. The work is a FSM 

based design and implemented and verified on Xilinx EDA tool. The verification is done with the help ISE simulator of Xilinx and 

tested for every OPCODE table 5.2. 
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