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Abstract : Social networking has become a largest platform for data mining in today ‘s environment to provide the privacy
to users. Online social networks allow their users to share the information related to their personal lives, to communicate in
various ways and upload multimedia content over the public platform. Information can easily be disclosed to an unintended
wider audience due to this kind of exposure. The unlimited access to the information over Internet along with another online
application has introduced a novel area of research where data mining algorithms must consider with the perspective of
privacy preservation, called privacy-preserving data mining (PPDM).A brief review of literature has been discussed in this
paper related to privacy preserving data mining along with social network.
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I. INTRODUCTION

In recent years, social networking has become the growing trend for youth as well as adult age groups. Most of these users often
check and change their privacy settings for their public profiles. A user profile includes the information with the intention of an
individual to share over a social network site. In most scenarios, users have preferences to share location, address, and e-mail and
phone numbers on their profiles. Users can also post information regarding their education, employment, personal interests, and
other insignificant information, like favourite movies and music (Timm, 2008). In present environment, social networking
organization wants to improve their existing system and take support of machine learning algorithms in their decision-making
process. Users ‘privacy prediction helps social media providers to take corrective actions for the users having a higher level of
privacy risk so that these users can share their limited set of information on the public platform. Therefore, the research questions
that arise pertaining to users ‘privacy analysis can be as follows:

e  What are the relationships among the attributes for users ‘privacy level prediction to obtain higher privacy?

e How a probabilistic model for the users‘privacy level prediction is generated for applying the classification techniques?

¢ How can the knowledge obtain from profile data of user assist decision makers to progress decision-making processes?
11.BACKGROUND

PPDM has become prominent as it enables the mining of bulk of data related to users while protecting their sensitive information.
As the purpose of data mining is to acquire valuable information or gaining knowledge from numerous data source, whereas the
privacy-preservation in data mining is apply to preserve data beside any kind of leak or information loss. PPDM is a broad area to
explore within data mining as new challenges are emerging as a result of the increase in usage of social network sites. Wang et al.
(2009) wrote PPDM is mainly focused on reducing the privacy risk while amending the data in a way that sensitive information can
be protected when performing data mining operations. Privacy preserving data mining is a dual approach. First, sensitive data like
users’ ID, name, contact, address, etc., ought to be modifies or removes from the original database, so that the receiver of that
information cannot compromise the privacy of the user. Secondly, sensitive knowledge gained from data mining algorithm applied
to the database should also be excluded, as it can also compromise the privacy of user’s data (Verykios et al., 2004).

Existing PPDM Approaches

In recent years, various PPDM techniques have been proposed and developed as to protect sensitive data of the data owners. The
main role of privacy preserving data mining is to sustain stability among information loss along with privacy loss in order to protect
sensitive data from disclosure whereas at the same time maintains the accuracy of data mining results. Nonetheless, not a solitary
strategy is available that is reliable in all spaces and can resolve some unsolved problems in the future. As the majority of the
algorithms were developed for centralized database. However, in today’s scenario, the expansion of digital environment results in
data storage at different sites in a distributed database.A lot of algorithms focus on protecting the individual’s private information,
however, does not concentrate on the security of sensitive information. There is no particular technique which can attain both data
hiding along with rule hiding. Every algorithm works on performing single functionality of data mining. There is yet no single
method available that can perform all type of data mining task (Shelke et al., 2015). The solution to overcome the limitations of the
various PPDM techniques two or more techniques are merged. This new approach is introduced as hybrid technique in which many
algorithms have been proposed to merge multiple techniques.

Kantarcioglu et al. (2004) proposed a hybrid method to connect noise addition and SMC for gradually perform association mining
over horizontally partitioned data. In this method, while multiple parties have shared set of encrypted keys, added a slightest noise
in the data to alter it as false key. These approaches become a sustainable solution for preserving privacy by transforming the
original data, but also result in excessive loss of information. In future, there is a scope for effective tools and techniques which
incorporate anonymization of various sensitive attributes, evaluation of huge datasets along with non-homogeneous data
anonymization for attainment of minimum information loss and accuracy of released data.Therefore, the concept of Data Mining
comes into light as an interdisciplinary field consisting of statistical measure and machine learning techniques for supporting data
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analysis and prediction. Data mining is an inductive approach of analyzing data where machine learning algorithms are employed
to acquire knowledge from data can also be used to design and develop algorithms for privacy preservation.
Privacy over Social Network
Social networking sites gaining popularity as they are providing the medium of communication between different users along with
the full range of services to users such as to share their personal as well as social information like their whereabouts, photos,
relationships, messaging and so on (Gross et al., 2005). These sites are helping people to maintain their relationship with others
and give them a platform to share their views, feelings, like or dislikes related to their social circle.
Social networking sites are providing the interface which can be easily understandable and make it easy to use which results in
increasing number of users. The day-to-day rising number of users of social networking sites is leading to issues related to the
privacy and security of their users (Fogel et al., 2009). In recent years social networks such as Facebook, Instagram, Twitter,
WhatsApp, etc., have become more popular among the various sites which are in use frequently by the people all around the world
(Dutton, 2004). In the past years, data mining techniques had developed for delivering privacy preservation. PPDM is gaining more
popularity as it enables the sharing of data related to private and sensitive information of a user (Provost et al., 2009).
IHILLITERATURE REVIEW
This section covers the work done so far in the privacy preservation in social networking sites. The Literature Review is presented
in three subsections including Privacy issues in social network, followed by PPDM in Social networking and ends with most popular
current techniques namely extended or hybrid approaches for pertaining privacy to social networking sites.
Privacy issues in Social network
Dolvara Gunatilaka (2011) wrote, “most of the users of online social network applications use their real name as the profile name.
Thus, users’ name is openly accessible on social media and all the social media are recorded in the web indexes. Unauthorized users
can get all the potential data of the individual through social networking websites. Social network’s users nearly give their actual
name and sensitive information on their profile, for example, name, contact information, date of birth, relationship status, education
details, present and previous work locations.”Weiss (2008) discussed the comparison between traditional and new approach of
privacy demands by online social networks. In the customary Web, privacy is kept up through excessive data collection, hiding
individual’s identity and hardly allowing access to approved parties. The fact of OSNs is that information and identity are firmly
connected and normally noticeable to large groups of individuals. By way of further information getting accessible online it is
diligently for an individual to monitor and control that information. Rosenblum (2007) cited data in social networking sites is
enormously available to a extensive viewers than apparent to its owners and land up in the media. Gross et al. (2005) cited that
majority of the social network users don’t change the default settings for privacy as given by those sites and furthermore share a lot
of data on their profile that can prompt privacy outflow.
Palen et al. (2003) classified various privacy issues faced by individuals. First, the disclosure issues used for controlling the pressure
amid private and public. Second, identity issues for overseeing self-portrayal in front of a explicit viewers. Third, the temporal
issues which handle previous behaviour with future opportunities. Kang (1998) defined privacy as a person has rights to control
the circumstances under which individual data i.e. data recognizable to the individual is obtained, unveiled, or utilized.
Privacy Preserving Data mining
Aghasian et al. (2018) proposed a new privacy-preservation approach through accepting friend request method that enables
individual to be sure about data to share with others while having low risk of being oppressed or identified. Ganesan et al. (2017)
stated that social networking sites increase the rate of cybercrime and proposed k-means clustering approach to analyze the data.
Kumar et al. (2016) surveyed the data available on various domains, concluded that undisclosed information of user should be
private.
Niu et al. (2015) proposed, “A new attack named Variance Based Attack (VBA) on short-range communication-based spatial
cloaking algorithms in order to preserve privacy in location-based services supported by the Internet of things.” Jiang et al. (2015)
proposed a safe and extensible storage mechanism with concern of security, scalability, flexibility and reliability to satisfy the
requirements for data mining and analytics with large aggregate data. Xi et al. (2015) proposed a methodology of secure
administration structure alongside data flow control for accomplishing basic services with the goal of diminishing complexity and
cost of verification. Li et al. (2014) conducted a study relied upon a PPDM framework while comparing the benefits and drawbacks
of various PPDM technique in social networking.Cheng et al. (2013) formed an outline to give client’s control in such a way
through which third-party applications can get to their information as well as activities in social networks however as yet keeping
the usefulness of third-party applications to preserve user’s privacy.
Heatherly et al. (2013) conducted a study based on a classification algorithm known as Naive Bayes that utilizes node descriptions
and their relation with each other, to predict private parameters, analyse user’s profile as well as their friendship links along with
their other details to provide better predictability than details alone. Their research concluded that for protection of privacy then
both user’s details and link details must be sanitized. It means, eliminating some data from a user’s profile and removing links
across friends.Beck et al. (2012) developed a software means to sustain the anonymizing method of PPDM to compose a
demonstrator through a user-friendly interface and achieves anonymization to enhance the utility by swapping and recording. Yang
(2011) proposed that non-critical and comprehensive information has been used to sustain social network analysis and mining to
provide privacy protection of information. Wondracek et al. (2010) described method by introducing a novel, practical de-
anonymization attack that makes use of the group information in social networking sites and concluded that by using information
about group members and access the history, attackers could reveal anonymity of social network users. Zhu et al. (2010) proposed
“a combined framework for controlling access in social networks through pioneering key management.” Ding et al. (2010)
presented an analysis of the attacks on de-anonymization which occurs in social networks.
Lan et al. (2010) conducted a study on synthetic dataset to propose a technique to preserve privacy of social network’s users through
graphs. Tootoonchian et al. (2009) proposed, “A software tool that improves the privacy of centralized and decentralized online
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systems such as content sharing networks like BitTorrent.” Research has been conducted by (Lijie et al., 2009) to study “the
relationship identification in which the more vulnerable attacks was taken into account using link probability.” Ford et al. (2009)
employed “p-sensitive k-anonymity algorithm” to analyze social network based on a greedy-clustering approach. Research has been
conducted by (Lin et al., 2009), to identify the problem of privacy-preserving mining of numerous item sets. They proposed an
algorithm based on association rule to protect the data through addition of noisy data to each transaction and got significant high
accuracy.Zhou et al. (2008) conducted a study on PPDM in the context of social networking and identified that estimating the loss
of information while anonymizing social network data is complicated than anonymizing relational data.Boyd (2004) described
social networks as web applications that facilitate their clients to form their semi-public profile, i.e. a profile where some information
is public and some is private, communicate with those who are their friends and made an online community. It is based on social
relationships among users. Erkin et al. (2007) conducted a study on image and signal processing where the problem of security is
vigorously caused by using k -means clustering approaches and concluded that to preserve privacy in the k-means algorithm, there
must be a secure multi-party relation that establish a formal model to protect privacy of data.

Extend approach of Privacy preserving data mining

Nergiz et al. (2013) introduced the hybrid generalizations. It is not only performed the generalizations but also implicated the
mechanism for data transfer. In the data process, changed the position of certain cells to some populated indistinguishable data cells.
The relocation process helped to generate anonymization of finer granularity and ensured underlying privacy. The data relocation
is a trade-off among the utilization and reliability of the data, where controlled the trade-off by the provider parameter. The results
revealed that a small number of relocations could enhance the utility as compared to the heuristic metrics and query answering
accuracy.Zhang et al. (2013) developed a hybrid approach along with Top-Down Specialization (TDS) and Bottom-Up
Generalization (BUG) techniques. In this method, one of the two components is selected automatically by comparing-anonymity
parameter with workload balancing point which is defined by the clients. Both TDS and BUG are obtained in a scalable way via a
series of deliberately designed Map Reduce jobs. Based on the contributions herein, it is worth exploring the next step on scalable
privacy preservation aware analysis and scheduling on large-scale datasets. Lohiya et al. (2012) proposed a hybrid technique in
which they used randomization and generalization. In this approach, data is randomized and then modifies. This technique protects
data with better accuracy as well as it can restructure original data and supply data with no information loss. Kavianpour et al.
(2011) “designed an integrated algorithm by consolidating the benefits of k-anonymity and I-diversity algorithm at that point
assessed the adequacy of the joined qualities. This algorithm has option to build the dimension of privacy for social network users
by anonymizing and diversifying revealed data. Tang et al. (2010) used algorithm of data mining for building generalized sub
graphs prior to sharing the social network with other parties and a method to incorporate the generalized data to discover the
closeness centrality measures.”

IV.CHALLENGES IN EXISTING APPROACHES FOR PERTAINING TO PRIVACY IN SOCIAL NETWORKING
Data mining techniques have been used broadly in both centralized and distributed data environments. Though, it is widely known
that data mining may cause a threat to security and particularly privacy yet it may be likely to disclose sensitive information of
individuals. For example, in a distributed data environment, data mining may enable involving parties to reveal each other's sensitive
information that was not intended to be shared. Zheleva et al. (2007) proposed, “an audience segregation model based on social
interaction and derived that allowing strangers to join user’s friend list can lead to privacy risk. However, this model can only
support single binary relational ties(e.g., friends or stranger) but human relationships are more complex required grouping
mechanism.” In (Backstrom et al., 2007) research, an attack was taken into account against the anonymized network. As the
network consists of only nodes and edges, they ignore detail values that can identify people.

Hay et al. (2007) and Liu et al. (2008) consider various ways of anonymizing social networks but focuses on inferring details from
nodes in the network, not individually identifying individuals. Gkoulalas et al. (2009) introduced a novel approach to anonymize
the data to minimize the information loss by satisfying the utilization of data publisher. Oliveira et al. (2010) proposed a technique
to randomised data by adding noise with a known statistical distribution. However, this technique limits the data utility to the use
of aggregate distribution. In another work, (Groat et al. 2011) used generalization and suppression technique to anonymize the data
but not taken sensitive attributes into consideration disclosed the information. Yuan et al. (2010) suggested that the owners can
define their privacy level by creating a taxonomy tree using generalisation. Owner’s privacy is breached if an attacker is allowed to
violate from sub-nodes and so this method is hard to implement.

A core problem in current approaches is that most popular PPDM algorithms concern about data stored in a centralized environment.
Among most recent development in information and communication technologies, the distributed PPDM methodology have got to
achieve immense amount of attention. Moreover, data hiding method have been dominated technique for privacy of an individual
and do not consider the effect of data mining resulting in sensitive rules leakage. Due to these reasons, there is a need to extend the
current tools and techniques into other problem domains or data mining tasks.

V.CONCLUSION

In this literature review, the taxonomy of PPDM, data mining, social networking privacy issues and machine learning have been
explored in detail. Initially, discussed the Privacy preserving data mining (PPDM) along with their types. After that Social
networking privacy was also covered. Additionally, the literature review section presented several frameworks and methods to
develop the PPDM algorithm related to the privacy of social network users. In addition to all above, the problems in existing PPDM
approach were addressed as well as issues in existing social networks privacy modelling. After the brief review of the literature,
this research work is motivated on addressing the anonymization techniques using a classification model.
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