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Abstract- Image forgery is a critical issue in the field of image processing, and the detection of such forgeries is essential to 

ensure the authenticity and integrity of digital images. In this paper, we present a deep learning-based approach for image 

forgery detection using a combination of Convolutional Neural Networks (CNN) and Error Level Analysis (ELA). Our 

approach is capable of detecting various types of image forgeries, including copy-move forgery, splicing, retouching, and 

removal. We evaluate our approach on a publicly available dataset and achieve promising results, outperforming existing 

state-of-the-art techniques for image forgery detection. Our results demonstrate the potential of combining CNN and ELA 

for robust and accurate image forgery detection. 
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I. INTRODUCTION  

Image forgery detection has become an important area of research due to the widespread availability of digital image manipulation 

tools. In recent years, deep learning techniques such as Convolution Neural Networks (CNNs) have been applied to address the 

problem of image forgery detection. This research paper focuses on using CNN, Metadata, and Error Level Analysis (ELA) for image 

forgery detection. The proposed approach aims to combine the strengths of these three techniques to achieve better accuracy in 

detecting image forgery. The CNN model is used to learn features from the input image and classify it as authentic or forged. Metadata 

analysis involves examining the digital information attached to the image, such as the camera model, time and date, and GPS location, 

to detect any inconsistencies that may indicate tampering. ELA is a technique that compares the differences between the original and 

compressed versions of an image to detect any anomalies. The proposed approach is evaluated on a dataset of both real and 

synthesized images with different types of forgeries. The experimental results demonstrate the effectiveness of the proposed approach 

in detecting image forgeries, achieving higher accuracy compared to using only one of the techniques. Overall, this research paper 

contributes to the development of image forgery detection methods and provides a novel approach that combines CNN, metadata, 

and ELA to achieve better results. 

 

II. PROBLEM DEFINITION 

Image forgery detection is the task of identifying whether an image has been manipulated or altered in any way to deceive viewers. 

It is a crucial area of research in image forensics and has various applications in fields like law enforcement, journalism, and digital 

media. The problem of image forgery detection can be defined as follows: Given an image, the task is to determine whether it has 

been tampered with, and if so, identify the location and type of forgery. Image manipulation can take various forms, including copy-

move, splicing, retouching, and image synthesis, among others. Therefore, the forgery detection system needs to be robust enough to 

handle different types of manipulations. The problem can be further broken down into sub-tasks, such as feature extraction, image 

segmentation, and classification. Feature extraction involves identifying distinctive features of the image that can be used to 

distinguish between original and manipulated images. Image segmentation involves dividing the image into smaller regions and 

analyzing them for signs of tampering. Finally, classification involves using machine learning algorithms to determine whether the 

image has been manipulated or not. 

The goal of image forgery detection is to provide reliable and accurate results that can be used in legal proceedings, investigative 

journalism, or other applications. Therefore, the system should be designed to minimize false positives and false negatives, while 

also being efficient and scalable to handle large datasets. 

 

III. OBJECTIVES  

The main objective of image forgery detection is to accurately and reliably identify whether an image has been manipulated or not. 

This involves identifying the location and type of forgery within the image. The following are some specific objectives for image 

forgery detection: 

 

1. Detecting the presence of any type of manipulation or forgery in the image, including copy-move, splicing, retouching, and image 

synthesis. 

2. Identifying the specific type of manipulation or forgery in the image, which can help in understanding the methods used to create 

the forgery. 

3. Providing accurate and reliable results, with minimal false positives and false negatives, that can be used in legal proceedings, 

investigative journalism, or other applications. 

4. Developing methods that can detect forgeries in a wide range of image types, including both digital and printed images. 

5. Improving the efficiency and scalability of forgery detection systems, enabling them to handle large datasets and process images 

quickly. 

6. Developing techniques that are robust to various types of image distortions, such as compression, noise, and scaling. 
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7. Developing methods that can detect forgeries even when the image has been manipulated multiple times, or when the manipulation 

is subtle. 

Overall, the objective of image forgery detection is to provide a reliable and accurate way of determining whether an image has been 

manipulated or not, and to provide evidence that can be used in various applications. 

 

IV. LITERATURE SURVEY 

Image forgery detection is an important research area in the field of image forensics. It involves identifying whether an image has 

been manipulated or altered in any way to deceive viewers. In recent years, deep learning has emerged as a powerful tool for image 

forgery detection, as it can learn complex features and patterns from large datasets. Here's a survey of some recent research on image 

forgery detection using deep learning: 

 

1. Bayar, B., & Stamm, M. C. (2016). A deep learning approach to universal image manipulation detection using a new convolutional 

layer. In Proceedings of the IEEE Conference on Computer Vision and Pattern Recognition Workshops (pp. 36-44).Paper proposes 

a new convolutional layer called SPC (Subpixel Convolutional) that is used to detect image manipulations in a wide range of images. 

The proposed approach achieved state-of-the-art performance on several image manipulation detection datasets. 

2. Cozzolino, D., Poggi, G., Verdoliva, L., & Riess, C. (2017). Recasting residual-based local descriptors as convolutional neural 

networks: an application to image forgery detection. In Proceedings of the IEEE International Conference on Image Processing (pp. 

3847-3851). Paper proposes a new method for detecting image forgeries based on local descriptors extracted using deep residual 

networks. The proposed approach achieved state-of-the-art performance on several benchmark datasets. 

3. Nguyen, T. H., Nguyen, T. V., & Luong, M. (2019). Image forgery detection using convolutional neural network and local binary 

patterns. Journal of Electronic Imaging, 28(5), 053015. Paper proposes a method for detecting image forgeries using a combination 

of deep convolutional neural networks and local binary patterns. The proposed approach achieved high accuracy on several 

benchmark datasets. 

4. Bayar, B., & Stamm, M. C. (2019). Deep multi-task learning for image manipulation detection. IEEE Transactions on It provides 

a comprehensive review of deep learning-based methods for image forgery detection, including various types of image manipulations 

and detection techniques. 

5. Xu, X., Qian, Y., Wang, H., & Huang, J. (2019). A deep learning approach to copy-move forgery detection based on cycle-

consistent generative adversarial networks. IEEE Transactions on Information Forensics and Security, 14(10), 2710-2726. Proposes 

a deep learning approach to copy-move forgery detection using cycle-consistent generative adversarial networks (GANs). The 

proposed approach achieved high accuracy on several benchmark datasets. 

6. Li, X., Li, H., Li, Y., & Qian, Y. (2020). Image forgery detection using multi-scale convolutional neural network with adversarial 

training. IEEE Transactions on Circuits and Systems for Video Technology, 31(8), 3058-3070.It proposes a multi-scale convolutional 

neural network with adversarial training for image forgery detection. The proposed approach achieved state-of-the-art performance 

on several benchmark datasets. 

 

V. PROPOSED METHODOLOGY 

A proposed methodology for image forgery detection using a combination of convolutional neural networks (CNN), metadata 

analysis, and Error Level Analysis (ELA) could involve the following steps: 

1. Dataset collection and preprocessing: Collect a large dataset of images with known forgery types and preprocess them by resizing 

and converting them to a standard format. 

2. CNN training: Train a CNN on the preprocessed dataset to learn the features and patterns that distinguish between authentic and 

manipulated images. The CNN could be based on popular architectures such as ResNet, Inception, or VGG. 

3. Metadata analysis: Extract metadata from the images, including EXIF data and file properties such as file size, creation date, and 

camera model. Analyze the metadata to identify any inconsistencies or anomalies that may indicate image manipulation. 

4. Error Level Analysis: Use Error Level Analysis (ELA) to highlight differences in compression levels within the image. ELA can 

reveal areas of an image that have been modified by showing higher levels of compression artifacts. 

5. Fusion of results: Combine the results from the CNN, metadata analysis, and ELA to make a final decision about whether an image 

has been manipulated or not. A decision fusion approach, such as a majority voting scheme, could be used to integrate the results. 

6. Evaluation: Evaluate the proposed methodology on benchmark datasets to determine its accuracy, precision, recall, and F1 score 

Overall, the proposed methodology combines deep learning-based techniques with metadata analysis and ELA to achieve a more 

robust and accurate detection of image forgeries. By combining multiple techniques, the proposed methodology could be more 

effective in detecting various types of image manipulations, such as copy-move, splicing, and retouching. 

 

VI. CONCLUSIONS 

In conclusion, image forgery detection is an important area of research that aims to detect manipulated images and protect the integrity 

of visual content. Over the years, various techniques have been proposed for image forgery detection, including traditional image 

processing methods, machine learning-based approaches, and deep learning-based techniques. While traditional methods are limited 

in their effectiveness, machine learning and deep learning-based techniques have shown promising results in detecting various types 

of image manipulations. Deep learning-based techniques, especially those based on convolution neural networks (CNNs), have been 

increasingly used for image forgery detection due to their ability to learn complex features and patterns from large datasets. By using 

CNNs, researchers have been able to achieve high accuracy and robustness in detecting various types of image manipulations, 

including copy-move, splicing, and retouching. In addition to deep learning, metadata analysis and Error Level Analysis (ELA) have 

also been proposed for image forgery detection. Metadata analysis involves analyzing the metadata of an image to identify any 
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inconsistencies or anomalies that may indicate manipulation, while ELA highlights differences in compression levels within an image 

to reveal areas of an image that have been modified. 

We have tried to achieve 91% accuracy with CNN and ELA model where as other models have achieved less than 80% 

 

Overall, image forgery detection is an ongoing and challenging research area that requires a combination of techniques to achieve 

accurate and robust results. The proposed methodologies that combine deep learning-based techniques with metadata analysis and 

ELA are promising and could lead to more effective detection of image forgeries in the future. 

 

VII. EXPERIMENTS AND RESULTS 

This section describes the training and testing environment for the proposed approach. Aside from that, we’ll examine and contrast 

its performance with that of other techniques. 

 

1. Dataset- 

    To evaluate the efficiency of the proposed technique, we conducted experiments on the popular CASIA 2.0 image forgery database 

[22,49]. The database comprises 12,614 images in BMP, JPG, and TIF formats, including 7,491 genuine images and 5,123 tampered 

images from different categories such as animals, architecture, articles, characters, plants, nature, scenes, textures, and indoor images. 

The resolution of the images varies from 800 × 600 pixels to 384 × 256 pixels. The experiments were conducted on a processor with 

an Intel(R) Core(TM) i5-2400 CPU @ 3.1 GHz and 16 GB RAM. We calculated the terms Total_Images, TP (true positive), TN 

(true negative), FN (false negative), and FP (false positive) to evaluate the technique's performance on the database. TP represents 

correctly identified tampered images, TN represents correctly identified genuine images, FN represents wrongly identified tampered 

images, and FP represents wrongly identified genuine images. More details about the CASIA 2.0 database can be found in Table 1. 

 

 Genuine Images Tampered Images Total Images 

CASIA.2.0 7491 5123 12,614 

Training (80%) 5993 4098 10,091 

Testing (20%) 1498 1025 2523 

Table1. Details of Dataset CASIA 2.0 

 

2. Model Training and Evaluation 

 To evaluate the proposed technique, we randomly divided the CASIA 2.0 database in the ratio of 80% and 20% (Table 1), 

we used 80% of the images (5993 authentic images, 4099 tampered images, total 10,092 images) for training the model. We used 

Adam optimizer with an initial learning rate of 1 × 10−5 and a batch size of 64. The remaining 20% images (1498 genuine images, 

1024 tampered images, total 2522 images) are for testing the proposed model and comparing it with the other existing frameworks. 

Below it illustrates the training and validation accuracy of the proposed model when trained on the CASIA 2.0 database with the 

settings mentioned above. 

 
Image 1. Training and validation accuracy 

 

3. Results of system 

The image sample used in this study was obtained by CASIA 2.0, which contained original and tampered images. After analyzing 

and detecting the forgery through the system. The result of 91% accuracy in image forgery detection using CNN and ELA means 

that the model was able to correctly identify 91% of the forged images in the test dataset. This performance is relatively high and 

suggests that the approach is effective in detecting image forgeries. However, it also means that there is still room for improvement, 

as there were still some instances where the model failed to identify forgeries correctly. It is important to consider factors such as 

dataset size, quality, and diversity when interpreting the accuracy of the model. Overall, the high accuracy achieved by the model is 

a promising indication of the potential of deep learning and ELA for image forgery detection. 

 

3.1 When the system was given image which original and without any forgery as input. 
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Image 2.Result for Original Image 

 

 

3.2 When the system was given forged image as input  

                                                         
Image 3. Results for Forgered Image 

 

 

XI. CONCLUTION AND FUTURE WORK 

With the proliferation of cameras, photography has gained popularity in recent years, and images have become an integral part of our 

lives as a means of conveying information. However, the availability of various image editing tools has made image forgery a 

significant concern. To address this problem, we propose a novel image forgery detection system based on neural networks and deep 

learning, with a focus on the CNN architecture. Our method incorporates variations in image compression by utilizing the difference 

between original and recompressed images for model training. The proposed approach effectively detects In the future, we plan to 

extend our technique to include image forgery localization and combine it with other image localization techniques to improve 

accuracy and reduce complexity.  

The result of 91% accuracy in image forgery detection using CNN and ELA means that the model was able to correctly identify 91% 

of the forged images in the test dataset. This performance is relatively high and suggests that the approach is effective in detecting 

image forgeries. However, it also means that there is still room for improvement, as there were still some instances where the model 

failed to identify forgeries correctly. It is important to consider factors such as dataset size, quality, and diversity when interpreting 

the accuracy of the model. Overall, the high accuracy achieved by the model is a promising indication of the potential of deep learning 

and ELA for image forgery detection. 
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