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ABSTRACT

In an era of escalating cyber threats, multinational corporations (MNCs) must adopt a unified approach that
merges strategic cybersecurity governance with effective crisis management protocols. As cyberattacks become
more sophisticated and transnational in nature, organizations face mounting challenges in ensuring data security,
regulatory compliance, and operational continuity. This paper examines how MNCs can develop a leadership-
centric cybersecurity framework that integrates board-level oversight, cross-border regulatory alignment, third-
party risk management, and advanced threat detection systems. It also explores the crucial role of crisis
management in mitigating the impact of cyber incidents, including rapid response planning, stakeholder
communication, legal risk mitigation, and business recovery. The analysis draws upon case studies, international
regulations such as GDPR and NIS2, and global standards like ISO/IEC 27001 to identify best practices.
[IJSDR2509103 \ International Journal of Scientific Development and Research (IJSDR) www.ijsdr.org ‘ b13




ISSN:2455-2631 September 2025 IJSDR | Volume 10 Issue 9
Emphasis is placed on the importance of employee training, digital forensics readiness, and executive

coordination in building organizational cyber resilience. By aligning governance with crisis protocols, MNCs
can not only defend against cyber threats but also respond swiftly and strategically when breaches occur,
ensuring long-term trust, reputation, and business sustainability in a volatile digital environment.

Keywords: Cybersecurity governance, crisis management, multinational corporations, cyber law, regulatory
compliance, data breach, legal accountability, risk management, GDPR, ISO 27001.

1. INTRODUCTION

In the digital economy, cybersecurity has become a strategic imperative, especially for multinational
corporations (MNCs) that operate across multiple legal jurisdictions. The legal implications of data breaches,
cyberattacks, and inadequate governance are significant—ranging from regulatory fines and civil liability to
reputational harm. Cybersecurity governance refers to the legal and policy frameworks that guide an
organization's response to cyber risks, while crisis management involves the structured legal and operational
response to cyber incidents. In MNCs, these dimensions intersect and amplify due to the complex legal
landscape, transnational data flows, and high-risk exposure. 1

The legal foundations, challenges, and best practices in cybersecurity governance and crisis management for
MNC:s are discussed. It evaluates key international instruments, regional laws, and case law that shape legal
accountability and risk mitigation. Also proposes a comprehensive governance model that aligns legal
compliance with corporate responsibility and resilience planning.2

2. THE NEED FOR CYBERSECURITY GOVERNANCE MNCs

2.1 The Rise of Cross-Border Cyber Threats

Cyberattacks on NINCs have increased exponentially, both in frequency and sophistication.
High-profile incidents such as the Equifax breach (2017) and the NotPetya malware attack
(2017) exposed vulnerabilities in global enterprises and caused billions in losses. Attackers

1 Peter P. Swire & DeBrae Kennedy-Mayo, Foundations of Information Privacy and Data Protection 143—45 (2d ed.
2020).

2 Paul M. Schwartz & Karl-Nikolaus Peifer, Transatlantic Data Privacy Law, 106 Geo. L.J. 115 (2017).
exploit the weakest legal or technical link in the value chain, often targeting subsidiaries in countries with
weaker regulatory enforcement.t

2.2 Legal Ramifications of Cyber Incidents

! Andy Greenberg, Sandworm: A New Era of Cyberwar and the Hunt for the Kremlin's Most Dangerous Hackers 150-54
(2019).
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® MNCs are subject to an intricate web of legal duties:
¢ Data Protection Laws (e.g., GDPR, CCPA, India's Digital Personal Data Protection Act, 2023)
® Corporate Governance Codes (OECD Principles, national Companies Acts)

® Sectoral Compliance (HIPAA in health, PCI DSS in finance) « Cybersecurity Frameworks (ISO/IEC
27001, MST)

Non-compliance leads to heavy penalties. The GDPR alone allows fines up to €20 million or 4% of global
turnover, whichever is higher. 2

3. LEGAL FRAMEWORK GOVERNING CYBER SECURITY IN MNCs

3.1 International and Regional Legal Instruments
(a) GDPR (General Data Protection Regulation)

Applicable to any company processing data of EU residents, GDPR is a global benchmark for data
protection law. It mandates privacy-by-design, breach notification within 72 hours, data protection impact
assessments (DP1As), and the appointment of Data Protection Officers (DPOs).5

Case Law: Amazon Europe Core S.a.r.l. v. CNPD, Luxembourg (2021) — €746 million fine for
GDPR violations.*

(b) NIS2 Directive (EU)

NIS2 strengthens cybersecurity obligations for essential and important entities, requiring incident response
capabilities, risk analysis, supply chain security, and mandatory reporting.®

(c) CCPA (California Consumer Privacy Act)

This US law enhances data privacy rights for California residents and has inspired similar legislation in
other states.’

(d) India's DPDP Act, 2023

India's Digital Personal Data Protection Act imposes data fiduciary obligations and lays the foundation
for cross-border data transfer regulations.’

3.2 Sector-Specific Regulations

e HIPAA (US -Healthcare)
e GLBA(US -Financial Institutions)

2 Regulation (EU) 2016/679 (General Data Protection Regulation), art. 83,2016 0.J. (L 119) 1.
3 GDPR, arts. 25, 33, 35, 37.

* Amazon Europe Core S.4.r.l. v. CNPD, 2021 No. 2020/00002 (Luxembourg DPA).

® Directive (EU) 2022/2555 of the European Parliament and of the Council, 2022 0.J. (L 333) 80.
6 Cal. Civ. Code S 1798.100-1798.199 (West 2023).

7 Digital Personal Data Protection Act, No. 22 of 2023, INDIA CODE (2023).
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PCI DSS (Payment Systems)

Each of these imposes security, notification, and compliance requirements on MNCs handling specific types

of data. 8

3.3 Corporate Governance and Fiduciary Duties

Boards of directors have a fiduciary duty to oversee risk, including cyber risk. The Delaware Court (US) in
Marchand v. Barnhill (2019) emphasized board accountability for failure to monitor mission-critical risks,
including cyber threats. Similar principles apply in the UK under the Companies Act, 2006 and in India under
the SEBI (LODR) Regulations.

4. CRISIS MANAGEMENT: LEGAL STRATEGIES AND FRAMEWORKS

4.1 Key Legal

Components

Cybersecurity incidents require careful legal consideration. When a breach occurs,
corporations must act quickly and responsibly to meet both regulatory obligations and Internal
governance standards. Key components include:

Incident Response Plans (IRPs): IRPs should be crafted to comply with national and
international cybersecurity regulations. A critical part of IRP development includes ensuring
forensic readiness, allowing evidence to be collected and preserved in a legally acceptable
manner. According to Solove and Citron (2018), legal readiness in IRPs is increasingly
emphasized by regulators.12

Breach Notification Requirements: Different jurisdictions mandate varied notification
timelines. The General Data Protection Regulation (GDPR) of the European Union requires
breach disclosure within 72 hours (GDPRArt. 33), while in the U.S., HIPAA permits a
maximum of 60 days. Companies must be familiar with these requirements to avoid regulatory
fines and reputational harm. 3

Stakeholder Communication: Effective and accurate communication during a crisis is
essential. Failure to do so can lead to liability under laws such as the U.S. Securities Exchange
Act. As noted by Gatzlaff and McCullough (2010), miscommunication or delay in notifying
stakeholders often worsens the legal consequences.

» Digital Forensics: Admissibility of digital evidence depends on maintaining a strict chain of custody. Legal
standards require evidence to be collected without tampering and stored securely. According to Casey

(2011),
4.2 Legal Role

forensic integrity is critical for court proceedings, especially in data breach litigation.15

in Tabletop Exercises

Tabletop exercises simulate cyber incidents in controlled environments. Involving legal teams in these
simulations ensures compliance with notification laws, contract management, and evidence handling. As per
PwC's Global Digital Trust Insights (2022), companies that integrate legal advisors in simulation training are
better prepared to manage legal risks during actual breaches. 16

8 Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191, 110 Stat. 1936; GrammLeach-Bliley
Act, Pub. L. No. 106-102, 113 Stat. 1338 (1999). I Marchand v. Barnhill, 212 A.3d 805 (Del. 2019).
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4.3 Case Studies and Legal Opinions

« Marriott International Data Breach (2018): This breach exposed the personal data of approximately 339
million guests. Following the acquisition of Starwood Hotels, Marriott failed to detect vulnerabilities in
Starwood's systems. The UK Information
Commissioner's Office (ICO) fined Marriott EI 8.4 million, stating that Marriott had not conducted

sufficient due diligence post-acquisition (ICO Enforcement Notice, 2020). % Equifax Breach (2017): In this

case, sensitive financial data of around 147 million individuals was compromised due to an unpatched
vulnerability in Apache Struts. The U.S. Federal Trade Commission (FTC) imposed a settlement of $700
million. Legal

2 Daniel J. Solove & Danielle Keats Citron, Risk and Anxiety: A Theory of Data-Breach Harms, 96 Tex. L. Rev.
737, 752 (2018).
s GDPR, supra note 4, art. 33, 4 ki5 C.F.R. S 164.404 (HIPAA Breach Notification Rule).

u Kevin Gatzlaff & Kathleen A. McCullough, The Effect of Data Breaches on Shareholder Wealth, 59 Risk Mgmt. & Ins.
Rev. 61 (2010).

s Eoghan Casey, Digital Evidence and Computer Crime: Forensic Science, Computers and the Internet (3d ed. 2011).

1 PwC, 2022 Global Digital Trust Insights, https://www.pwc.com/gx/en/issues/cybersecurity/global-digital-

experts like Schwartz and Solove (2019) argue that the breach highlighted the need for board-level
cybersecurity oversight and effective patch management.

e Yahoo Data Breaches (2013—2014): Yahoo failed to disclose two major breaches involving 3 billion
user accounts until years later. The U.S. Securities and Exchange Commission (SEC) fined Yahoo $35
million for misleading investors. This set a legal precedent emphasizing disclosure obligations under
federal securities laws (SEC Release No. 10485, 2018).

e Target Corporation Breach (2013): Hackers accessed Target's systems through a thirdparty HVAC
vendor, resulting in the theft of 40 million customer card details. Courts and regulators held Target
responsible for failing to assess and monitor vendor security. This case underscored the legal doctrine
of vicarious liability and the importance of third-party risk management (Kosseff, 2020). 12

e Capital One Cloud Misconfiguration (2019): A misconfigured AWS server led to a breach affecting
over 100 million customers. The U.S. Office of the Comptroller of the Currency fined Capital One $80
million, noting lapses in risk assessment protocols and cloud governance. Scholars like Liu and Yu
(2020) argue that this case was pivotal in shaping the legal landscape for cloud-specific cybersecurity
standards. *3

These case studies highlight that legal preparedness is not optional. A lack of due diligence, failure to notify
on time, or ignoring vendor risks can expose corporations to regulatory fines, litigation, and reputational

%|CO Enforcement Notice, Marriott International Inc. (2020).
Onre Equifax Inc. Customer Data Sec. Breach Litig., 999 F.3d 1247 (11 ™ Cir. 2021).

1 SEC, Yahoo! Inc. Agrees to Pay $35 Million for Failing to Disclose Cyber Breach (Apr. 24, 2018),
https://www.sec.gov/news/press-release/2018-71.

12 Robert D. Kosseff, Cybersecurity Law 194—196 (2d ed. 2020).

13 0CC, Consent Order against Capital One, AA-EC-2020-49 (2020).
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damage. As future legal professionals and policy thinkers, students must understand the legal tools available

to mitigate cybersecurity crises.**

5. BOARD AND EXECUTIVE ACCOUNTABILITY IN CYBER GOVERNANCE

5.1 The Role of the Board of Directors In MNCs, the
board must:

e Approve cybersecurity policies

« Review risk registers and mitigation plans

e Oversee CISO performance

e Ensure compliance with national and international laws23

5.2 Legal Standards of Care

Courts are increasingly treating cyber risk as a board-level issue. Directors can face derivative lawsuits and
regulatory action for neglect.

e Inre Capital One Data Breach Litigation (2020) — Shareholders sued directors for failure to implement
effective cybersecurity.!®

6.THIRD-PARTY RISK AND SUPPLY CHAIN LEGAL ISSUES

6.1 Contractual Liability and Indemnity Clauses
Third-party vendors often cause breaches. MNCs must draft data processing agreements (DPAs) with:

e Security obligations
e Right to audit
e Indemnity for breach®®

6.2 Case Law: Target Corporation Breach (2013)

Target was hacked via a third-party HVAC contractor. The breach compromised 40 million credit cards and
cost over $200 million in legal and remediation expenses.*’

14 Yue Liu & Shan Yu, Cybersecurity and the Cloud: A Regulatory Perspective, 12 Harv. J.L. & Tech. 324 (2020). =In re
Capital one Data Breach Security Litig., 488 F. supp. 3d 374 (E.D. Va. 2020).

15 Megan Reilly, Cybersecurity and the Board of Directors: Key Legal Considerations, 45 Del. J. Corp. L. 321 (2020).

16 Kosseff, supra note 10, at 189.
"In re Target Corp. Customer Data Sec. Breach Litig., 66 F. Supp. 3d 1154 (D. Minn. 2014).
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7. GLOBAL ENFORCEMENT AND JURISDICTIONAL CHALLENGES

7.1 Conflict of Laws

¢ Different definitions of personal data, breach, and consent
® Divergent timelines for breach notification

® Restrictions on cross-border data transfers'®
7.2 Data Localization Laws

Countries like India, Russia, and China require certain data to be stored locally, complicating global IT
architectures and legal compliance.®

8. BUILDING A LEGALLY RESILIENT CYBER SECURITY FRAMEWORK

8.1 ISO/IEC 27001 Certification

Provides a baseline for information security compliance and legal defensibility. 2°

8.2 Legal Preparedness in Crisis Simulations

® Tabletop exercises involving legal teams
® Attorney-client privilege in post-breach investigations

® Pre-approved response templates to minimize liability?!
8.3 Employee Training and Insider Threat Mitigation

Regular legal compliance training and ethics programs are essential to mitigate negligence and insider
threats.??

9. RECOMMENDATIONS
1. Adopt a Multi-Jurisdictional Compliance Program

Map applicable laws across countries and consolidate internal policies.

2. Integrate Legal Teams into Cybersecurity Planning

Ensure lawyers are part of incident response, policy drafting, and breach handling.

18 peter Swire & DeBrae Kennedy-Mayo, Mutual Legal Assistance in an Era of Globalized Communications, 71 N.Y.U.
Ann. Surv. Am. L. 687 (2017).

19 Lok Sabha Debates, Statement of Objects and Reasons, Digital Personal Data Protection Bill, 2023, In re Target
Corp. Customer Data Sec. Breach Litig., 66 F. Supp. 3d 1154 (D. Minn. 2014).
201SO/IEC 27001 :2013, supra note 8.
2L solove & Citron, supra note 1.
22 catherine A. Allen, Insider Threats and the Law, 62 Bus. Law. 1051 (2017).
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3. Establish Clear Governance Structures

Clarify roles of board, management, CISO, and DPO in legal documentation.

4. Use Contracts to Manage Third-Party Risk

Include enforceable data protection clauses and liability provisions.
5 .Invest in Cyber Insurance and Legal Defense Readiness

Understand coverage scope and exclusions in case of litigation.

10. CONCLUSION

Cybersecurity is no longer just an IT issue—it is a critical legal risk that affects the very foundation of corporate
governance and business continuity in multinational corporations. The legal landscape surrounding cyber
threats is rapidly evolving, making it essential for MNCs to proactively integrate cybersecurity governance
with comprehensive crisis management strategies. By aligning with global legal standards, investing in
compliance infrastructure, and ensuring rapid and legally defensible incident response, MNCs can minimize
exposure, protect their global reputation, and foster a resilient digital ecosystem.?*
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